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Who We Are & Whatis Choreo?
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The "Before" State: Azure-centric Observability
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The Mounting Challenges

g af

Skyrocketing Costs Multi cloud Limited Control & Flexibility




Our Goals: A User-Centric, Future-Proof Vision

For Choreo Users: Forthe Choreo Platform:
o Speed o CostReduction
o  SmarterTools o CloudAgnostic
o Zero-Instrumentation o DataSovereignty

o Control & Innovation



The New Stack: OSS Power!
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Logs




Solving the Log Latency Problem

“The average latency to ingest log data is between 20 seconds and 3
minutes. The specific latency for any particular data will vary depending on

several factors”
Goal: <=5 seconds
“tail -f” experience

Fluent Bit + OpenSearch latency

10



Solving the Log Latency Problem

OpenSearchasacache

Combine datafrom 2 APIs

(® Livelogs APl - OpenSearch
(® Historicallogs API - Log Analytics



Logs Stack

o FluentBit y}luentblt

e OpenSearch

o OpenSearchDashboard

Yy OpenSearch



Deployment

Helm chart based onupstream chart
Distributed deployment of OpenSearch
OpenSearch Operator

Multiple layers of backups



Cost Savings

~USD 1800 per month saving for one dataplane in Azure

~USD 2500 perday for one customerin AWS



Lessons

Storerawlogsif schemais not the same

Log throttling

Health monitoring

Storage medium

Look at the stack as a whole when debugging

Fluent Bit Inotify_Watcher



Logs

Runtime Logs

Y Fiter v Time: Past 10 minutes

Type v Environment ~  Deployment Track ~  Time Range B k=

2025-05-28710:34:31.145405:30 Development Application Logs v1.0 unhandled error returned from the service module="ballerina/http™  errors{"causes”:[],"message”:"Error™, “detail™:{},"stackTrace":

{"callableName™:"$getstal
Methed="GET" RequestPath="/q9cf/success-Tailure/vl.0/failure” ServicePath="/srvc/failure” UserAgent="Mozilla/Ss.0 (Macintosh; Intel Mac 0S

Application Logs vi.0 {"a":"valueafa”,”b":"valueofdb"} module="nilushan/success_failure”

2025-05-28710:34:32.127+05:30 Developnent Gateway Logs v1.0 500 SERVICE_RESPONSE

~DS-28770:34:35.991405:30 Development

-28710:34

5.829405:30

Development Application Logs vi.0 {"& lueofa™,"b":"valueofb"} modules"nilushan/success fatlure”

> 2025 0:34136.892+05:30 Development Gatemdy Logs v1.0 202 SERVICE RESPONSE  Method="GET" RequestPath="/q9cf/success-failure/v1.0/isonlog" ServicePath="/srvc/jsonlog™ UserAgent="Mozilla/5.0 (Macintosh: Intel Mac 0S
J025-05-28T10:34:38,138405.30 Development Gatesay Logs v1.0 20J SERVICE RESPONSE  Method="GET" RequestPath="/q9¢cf/success-failure/v1.0/isonlog” ServicePath="/srvc/jsonlog” UserAgent="Mozilla/5.0 (Macintosh; Intel Mac 0S
“ JD25-05-28710:35 125, 86840530 Development Application Logs v1.0 Request received at /success endpoint module="nilushan/success failure”
Timestamp 2025-05-28705:05:25.868Z
level INFO
logLine Request received at /success endpoint
logContext X
"module” : "nilushan/success_failure®
}
componentversion vi.o
componentVersionld d52a44¢1-7238-4317-810¢- fe6ae7be2dS56
envhane Development
Development Application Logs v1.0 Request received at /success endpoint modules"nilushan/success_fatlure®
Development Gateway Logs v1.0 100 SERVICE RESPONSE  Method="GET" RequestPath="/q9cf/success-failure/v1.0/success” ServicePath="/srvc/success” UserAgent="Mozilla/5.0 (Macintosh; Intel Mac 0S
Development Application Logs vi.0 Request received at /success endpoint module="nilushan/success failure”
0 Development Gateway Logs v1.0 200 SERVICE RESPONSE  Method="GET" Req “/q9ct/ fatlure/vl . D/success” ServicePaths"/srve/success™ UserAgent="Moz1113/5.0 (Macintosh: Intel Mac 05
Developoent Gateway Logs v1.0 200 SERVICE_RESPONSE  Method="GET" RequestPath="/q9cf/success-failure/v1.0/success™ ServicePath="/srvc/success™ UserAgent="Mozilla/5.0 (Macintosh; Intel Mac 0S
0 Development Application Logs vi.0 Request received at /success endpoint module="nilushan/success failure™
Development Gateway Logs v1.0 200 SERVICE RESPONSE  Method="GET" RequestPath="/q9cf/success-failure/vl.D/success™ ServicePaths"/srvc/success™ UserAgent="Moz1lla/5.0 (Macintosh: Intel Mac 0S
0. Development Application Logs v1.0 Request received at /success endpoint module=nilushan/success failure®
2025-05-2¢ Development Gateway Logs v1.0 100 SERVICE RESPONSE  Method="GET" RequestPath="/q9cf/success-failure/v1.0/success” ServicePath="/srvc/success® UserAgent="Mozilla/5.0 (Macintosh; Intel Mac 0S
J025-05-28710:35 S0,071+05:30 Developnent Application Logs v1.0 Request received at /failure endpoint module~"nilushan/success failure”
2025-05-28710:35:50.073+05:30 Development Application Logs v1.0 unhandled error returned from the service sadule="ballerina/http®  errars{“causes®:(],"message”:“Error™, “deta1l®:{), “stackTrace":[{"callableName": "Sgetsfat




Metrics
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High level goals

HTTP Metrics

Usage Metrics

Service diagram



Deep Dive: HTTP Metrics via Hubble

Service mesh with traditional networking Sidecarless model, eBPF acceleration
Node Node
App pod 1

[ sociket ] [ soc_ket ][ soczket ] [ socket ][ socket ] [ socket ]
[ . tepl/ip . ] [ tc;?/ip ] [ tcpl/ip ][ tcp:/ip ] tep/ip
[ethernet][ethernet] [ethernet] [ethernet][ethernet]

L J

[ ethO ][ veth M veth ] [ loopback } eth0
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Deep Dive: Usage via cAdvisor
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Deep Dive: Kubernetes Context
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Kube State
Metrics
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Deep Dive: Reliability

Thanos

AWS S3

Azure Blob Storage

GCP Cloud Storage
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Metrics
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Metrics

Westbound
‘Traffic caming from intranet
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Northbound

Traffic coming from intemet

N

Error Percentage
Average Latency
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Learned the hard way

If youwant accuracy uselogs

If there is an operatoruse the operator
/metric cleanups are very important
NFS are abadidea

sum of rates |=rate of sums
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Cost wise

1200 USD for ADX

1000 USD for Log Analytics

~250USD in Compute

~100 USD in Storage
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Conclusion



Conclusion

Ability to easily enable Observability for new providers

Ease of adding new features on top of the existing stack
(® Alerting

Ease of debugging - Same setup everywhere

Costreduction
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https://www.linkedin.com/company/wso2/
https://www.youtube.com/user/WSO2TechFlicks?sub_confirmation=1
https://www.facebook.com/WSO2Inc
https://twitter.com/wso2

