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Server overload
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Common causes of traffic bursts

● Predictable:
○ Scheduled events
○ Seasonal traffic
○ Time of day/week

● Unpredictable:
○ Viral events
○ Technical issues
○ Denial-of-service (DoS) attacks
○ Bot activity
○ External dependencies
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Example of server overload
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Rate limiting
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Common rate-limiting algorithms

● Fixed window counter
● Sliding window log
● Sliding window counter
● Token bucket
● Leaky bucket
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Fixed window counter algorithm
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Fixed window counter algorithm
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Sliding window log algorithm
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Sliding window log algorithm
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Sliding window counter algorithm
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Token bucket algorithm
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Leaky bucket algorithm
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Common rate-limiting algorithms
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Example of token bucket algorithm
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Example of token bucket algorithm

26



Example of token bucket algorithm

27



Example of token bucket algorithm

28



Example of token bucket algorithm

29



Example of token bucket algorithm
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Example of token bucket algorithm

31



Comparison of results
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Rate limiter packages

● Fixed window counter
○ https://github.com/mennanov/limiters
○ https://github.com/abo/rerate

● Sliding window counter
○ https://github.com/mennanov/limiters
○ https://github.com/RussellLuo/slidingwindow

● Token bucket
○ https://github.com/mennanov/limiters
○ https://github.com/juju/ratelimit
○ https://pkg.go.dev/golang.org/x/time/rate
○ https://github.com/didip/tollbooth

● Leaky bucket
○ https://github.com/uber-go/ratelimit
○ https://github.com/mennanov/limiters
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Load shedding
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Example of loading shedding
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Example of loading shedding
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Example of loading shedding
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Example of loading shedding
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Comparison of results
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The service without load 
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To read

● Using load shedding to avoid overload from Senior Principal Engineer at 
Amazon

● https://aws.amazon.com/builders-library/using-load-shedding-to-avoid-overloa
d/
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Thank you!
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