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The Cloud Infrastructure (based on major Hyperscalers)

« Cloud environments are generally managed via a portal
as it provides a quick, easy (sometimes) interface which
can get people up-and-running quickly, with minimal
training.

« The console is a visual representation of the
underpinning API's which are how the vendor actually
controls the environment

« The GUI (Graphical User Interface) is designed to be very
intuitive, and as such some complex features from the
API's are sometimes excluded

« This presentation is mainly going to use examples from
Oracle Cloud, although the concepts are valid for AWS,
Azure, GCP and most other major Cloud providers
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Why use an API ?

 The API's tend to have more functionality than the portal

You can use API's to automate cloud processes with a bit of coding, often referred to as “the

CLI" - Command Line Interface The API's (CLI) is designed to operate every aspect of the cloud
environment

« With a little coding, commands can be daisy-
chained together to perform fully-
automated, complex operations

« Most hyperscalers provide bash, python,
Java, .Net SDK'’s for accessing the CLI.

« The API's are often considered “dangerous”
because they are more feature rich, but it is
assumed that if you have the skills to
understand the API’s, you are aware of the
risks.
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APl methods

« The most common type of API's are REST (Representational State Transfer) using web based
calls (e.g. postman)

« REST API's will get, put, delete, update etc

« Vendors also have compiled versions of the API's (the CLI) which does all the complex stuff like
authentication, token management etc



What is the CLI

« OCICLI (python based)

« “Compiled” linux
binaries, so can use bash
to create scripts. Python
is another common SDK

« Calls “compute
instance” to get a list of
compute instancesin a
compartment

« Returns datain JSON
format (other Formats
available)



What data is available ?

« Basicinformation
« Inventory — how many databases, compute instances etc do | have
« Build dates / data versions etc
e Status—What's up, what's down
 Statistics — Capacity (CPU/Memory), storage etc
« Complexinformation
« Performance Statistics
 Cost
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Where to put the data?

« Ultimately, the idea is to use this data for other things, and so we want to store it.. In a database

« This allows us to perform more complex operations on the data, for example using Al to analyse
trends

« We can also use the data to feed
upstream systems, build apps, or
carry out more advanced
operations e.q.

« Use the definition of a database
as the basis of cloning from
another

Follow a simple method:

« Extract data (to JSON, for
example)

« Loaditinto atableinthe
database



OK, now | have a database.. What now

In Oracle security is managed through the use of policies and groups:

= Groups are created, and policy statements created which reference the group e.q.
 Allow group TesterA to manage compute-instances in compartment MainTest

= Users are then assigned to groups to give them access to resources

= However, if | wanted to see what permissions a user has, | would need to look through every
policy statement to understand where the groups are referenced

= |f all the groups and policy statements are extracted into tables in a database, it's a simple matter
to:

« Join the tables together to show what permissions a user has
« Using date/time stamps show how a users access changes over time
« Use Al to monitor and alert if a user’s access violates certain conditions



Now the fun begins

Using tools like Oracle APEX, we can build complex applications on top of the Cloud
environment, fed by the metadata which we are continuously loading in the database.

Allows use to provide a user with a more “tailored” solution for example:

Allow a developer to perform their own backups and restores on their personalized DEV
environment, without them needing to know any of the technical info behind the request

Start and Stop environments using
hierarchical groupings, so a single
“Group” start will always start the
database before the application
nodes

Give users more information in a
user-friendly manner such as
“Starting this development
environment on a Saturday will
cost £100. Are you sure you want

to override the weekend shutdown
?"



Where to get more information

Check out the vendor specific APl pages e.qg.
» https://docs.oracle.com/en-us/iaas/Content/API/Concepts/cliconcepts.htm
» https://aws.amazon.com/cli/

Some information on using API’'s in complex methods:
» https://jasonlesterdba.wordpress.com/

Feel free to contact me
= Jason.Lester@Capgemini.com
= https://www.linkedin.com/in/jasonrlester/

Loads of other blog resources, and Al can guide you to a lot of this material
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About Capgemini

Capgemini is a global business and technology transformation partner, helping
organizations to accelerate their dual transition to a digital and sustainable world,
while creating tangible impact for enterprises and society. It is a responsible and
diverse group of 340,000 team members in more than 50 countries. With its strong
over 55-year heritage, Capgemini is trusted by its clients to unlock the value of
technology to address the entire breadth of their business needs. It delivers end-to-
end services and solutions leveraging strengths from strategy and design to
engineering, all fueled by its market leading capabilities in Al, cloud and data,
combined with its deep industry expertise and partner ecosystem. The Group
reported 2023 global revenues of €22.5 billion.

Get the future you want |

* * This presentation contains information that may be privileged or confidential
’ and is the property of the Capgemini Group.

Copyright © 2024 Capgemini. All rights reserved.


http://www.facebook.com/capgemini
http://www.linkedin.com/company/capgemini
http://www.slideshare.net/capgemini
http://www.youtube.com/capgeminimedia

	Slide 1: Doing more with Cloud API's 
	Slide 2: The Cloud Infrastructure (based on major Hyperscalers)
	Slide 3: Why use an API ?
	Slide 4: API methods
	Slide 5: What is the CLI
	Slide 6: What data is available ?
	Slide 7: Where to put the data ?
	Slide 8: OK, now I have a database.. What now
	Slide 9: Now the fun begins
	Slide 10: Where to get more information
	Slide 11: About Capgemini  Capgemini is a global business and technology transformation partner, helping organizations to accelerate their dual transition to a digital and sustainable world, while creating tangible impact for enterprises and society. It i

