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● CTO/co-founder @Mitigant

● 12+ years in cyber security

● Various cloud security positions 

● One of the pioneers of Security Chaos Engineering

● AWS Community Builder
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Agenda
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● Threat-Informed Defense

● Three Pillars of Threat-Informed Defense

● Adversary Emulation

● Cloud Attack Emulation

● Use Case: Validating Cloud Threat Detection 

● Demo of Mitigant Cloud Attack Emulation
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Cybersecurity: Low Signals to Noise Ratio
Be Secure. Be Resilient.

● Cybersecurity is a NOISY domain.

● Sifting SIGNALs from NOISE is one of the 

most challenging aspects of cybersecurity.

● It is comparable to the needle in the 

haystack problem.

● SIGNALs must be efficiently sifted from 

noise in order enable effective defenses.
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Threat-informed defense is the systematic application of a 

deep understanding of adversary tradecraft and technology 

to improve defenses.

                                     - MITRE ENGENUITY  

https://mitre-engenuity.org/cybersecurity/

https://mitre-engenuity.org/cybersecurity/
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Pillar 01: Defensive Measures 

MITRE ATT&CK is a globally-accessible 

knowledge base of adversary tactics and 

techniques based on real-world 

observations.
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Pillar 01: Defensive Measures 

Matrices (Technological Categories)

● Enterprise Matrix : 14 Tactics & 234 

Techniques

● Mobile Matrix

● ICS Matrix
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MITRE ATT&CK Matrix for Enterprise
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https://medium.com/@vanvleet/threat-detection-strategy-a-visual-model-b8f4fa518441

https://medium.com/@vanvleet/threat-detection-strategy-a-visual-model-b8f4fa518441
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Pillar 02: Cyber Threat Intelligence

Threat information that has been 

aggregated, transformed, analyzed 

interpreted, or enriched to provide

the necessary context for 

decision-making.
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Cyber Threat Intelligence - Threat Actor Context

MITRE ATT&CK Navigator

https://mitre-attack.github.io/attack-navigator//#layerURL=https%3A%2F%2Fattack.mitre.org%2Fgroups%2FG1015%2FG1015-enterprise-layer.json
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Pillar 03: Testing & Evaluation

MITRE ENGENUITY recommends the use of Adversary 

emulation for testing and evaluating defenses. 

Adversary emulation mimics the behaviour of real world 

threat actors in a safe and repeatable manner. 
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Why Adversary Emulation ?
● How do we build a resilient defense that is not based on static (and easily 

evaded) Indicators of Compromise ?

● How do we detect, mitigate, respond to, or prevent against threat actor X?

● Are we collecting the right data and run the right queries to detect 

technique Y?

● How do we build the experience and skills on our team to defend against 

real-world threats?

● How do we tune our tools and processes to maximize efficacy against 

real-world threats ?
https://mitre-engenuity.org/cybersecurity/center-for-threat-informed-defense/adversary-emulation-library/

https://mitre-engenuity.org/cybersecurity/center-for-threat-informed-defense/adversary-emulation-library/
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Adversary Emulation Workflow

GitLab Security team’s Attack Emulation Workflow

https://handbook.gitlab.com/handbook/security/threat-management/red-team/purple-teaming/?ref=mitigant.ghost.io#purple-team-workflow
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Cloud Attack Emulation 

● Adversary emulation for the cloud.

● Efficient of mimicking of real world threat 

that target cloud-native infrastructure.

● Cloud attack emulation is designed to 

address cloud-specific challenges. 
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Detection Engineering
Detection Engineering is an aspect of cybersecurity that 

focuses on developing, fine-tuning, and maintaining systems 

designed to identify and alert organizations to potential 

security threats, breaches, and malicious/suspicious activities. 

ResponsePrevention

WAFs, Firewalls, 
IAM etc

Detection

SIEM, XDR, NDR, CDR
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Detection Development Lifecycle

https://medium.com/snowflake/detection-development-lifecycle-af166fffb3bc

https://medium.com/snowflake/detection-development-lifecycle-af166fffb3bc
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Example Sigma Rule For detecting Several Potentially Malicious Events Against AWS CloudTrail
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Example - Validating Detections
Scattered Spider
Threat Actor       

Scattered Spider
Techniques

- T1555.006
Adversary 
Emulation of 
Scattered Spider
TTPs
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Credential from Password Stores: Cloud Secrets 
Management Stores (T1555.006)
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Emulating The Cloud Attack



Be Secure. Be Resilient.Be Secure. Be Resilient.

CloudTrail Record



Be Secure. Be Resilient.Be Secure. Be Resilient.

Undetected Threats !
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https://github.com/elastic/detection-rules/blob/main/rules/integrations/aws/credential_access_new_terms_secretsmanager_getsecretvalue.toml

https://github.com/elastic/detection-rules/blob/main/rules/integrations/aws/credential_access_new_terms_secretsmanager_getsecretvalue.toml
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Resources
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● MITRE ATT&CK Cloud Matrix: New Techniques & Why You Should Care (Link) 

● Threat Led Attack Emulation (Link)

● Cloud Attack Emulation & Detection Engineering: A Match Made in Heaven (Link)

● Cloud Attack Emulation: Enhancing Cloud-Native Security With Threat-Informed Defense (Link)

● Threat Detection Strategy: A Visual Model (Link)

https://www.mitigant.io/blog/mitre-att-ck-cloud-matrix-new-techniques-why-you-should-care-part-i
https://www.mitigant.io/blog/feature-release-threat-led-attack-emulation
https://www.mitigant.io/blog/cloud-attack-emulation-detection-engineering-a-match-made-in-heaven
https://www.mitigant.io/blog/cloud-attack-emulation-enhancing-cloud-native-security-with-threat-informed-defense
https://medium.com/@vanvleet/threat-detection-strategy-a-visual-model-b8f4fa518441
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kennedy@mitigant.io

Thank you for your attention
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@run2obtain


