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AWS Well-Architected
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Run tests that inject failures 
regularly into pre-production 
and production environments
Reliability pillar of AWS Well-Architected Framework
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Chaos engineering
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Chaos engineering is the process of 
stressing an application by creating 
disruptive events, observing how the 
system responds, and implementing 
improvements
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AWS Fault Injection 
Simulator
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AWS Fault Injection Simulator

SafeguardsReal-world
conditions

Easy to
get started
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Components

Experiment
templates

ExperimentsActions Targets
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Scenario
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Scenario
O U R  I N - H O U S E  B U I L T  A P P L I C A T I O N  T H E  S O C I A L  A P P  S H O U L D  B E  M A D E  P U B L I C



RESILIENT AND WELL-ARCHITECTED APPS WITH CHAOS ENGINEERING

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved. 



RESILIENT AND WELL-ARCHITECTED APPS WITH CHAOS ENGINEERING

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved. 

Instance

Single instance
AWS Cloud

VPC

Availability Zone 1

Auto Scaling group

Amazon RDS 
instance

Application Load 
Balancer
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Experiment

Hypothesis
If our only instance is stopped and started again, the application will stop 
accepting requests but quickly recover again.

Experiment design
Action: Stop and start instance

Target: Single instance

S T O P  I N S T A N C E
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Experiment

Hypothesis
If one instance in our Auto Scaling group is stopped and started again, the 
application will continue serving requests to clients.

Experiment design
Action: Stop and start instance

Target: One instance in Auto Scaling group

S T O P  I N S T A N C E
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Summary

• AWS Well-Architected
• Chaos engineering
• AWS Fault Injection Simulator
• Write an experiment
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Thank you!
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