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Platform Engineering Team

Implementation ‘ Service
/7

Release ’ ’

- il -
SDLC $

Internal Developer Platform
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LY NVIVATS

Code

Java
Python (,‘

Kotlin Multi-Platforn

C#

Node.js
BitBucket
CircleCl
Jenkins @
ArgoCD o
Spinnaker

SonarQube

o /

INFra

aws WS

Azure

IBM

Google Cloud ©
Kubernetes
MongoDB
Postgres @
Redis
Datadog
FireBase 4

Vaultv

Terraform

By

4




ANYTHING FROM THE LIST?

—

Different tech stack
Different tools
Multi-cloud set up
Outdated documentation
Long waiting time
Unclear process

\ Restricted permissions

v,

—

Toll

DMs/tickets

Context switching
Low-valuable meetings
No time for development

J




New message in #sre

Hi SRE team!

We need your help again!

Can somebody help us with the following
points please...

New message in #sre New message in #sre

New message in #sre New message in #sre

New message in #sre

Hi SRE team! E
o | could | ask to restart this prod deployment? |

New message in #sre New message in #sre

Hi SRE! | would need to add 3 new value to Va*
deploying service with below error. Looks like the on prod snwronment. Can somebody help me
process which copies the contents from vault and with this?

creates secret folder is missing. Could you check ? Hello
staging?

We have startup errors in staging when
New message in #sre

. Can you help to create a IAM policy in ocp-

Hi, 1 am getting error when trying to apply terraform
changes. Looks like | do not have access to
autogenerated secrets. Could you apply the service
below to staging EU?

New message in #sre

Hi, I am getting error when trying to apply terraform
changes. Looks like | do not have access to

autogenerated secrets. Could you apply the service s
below to staging EU? (]

New message in #sre New message in #sre

Hey! Just realised that | lost the access for Appliances
plugin. Should | create another ticket? e |

» Hi Could you please work on this below ticket?
Nink/jira/infra-12345

New mess. "
New message in #sre

Hi Could you please work on this below ticket?

b | INinkfjira/infra-12345 New message in #sre Js» Hello | thereis one customer in Italy owning

purifier bought on 27.03.2023. It is two days that it is
OFFLINE in Google, while in the app it is online.

. . 5
sitherslanyiting wrongﬁln th.e.fy“s:e.nl TOV.V_;__ +.w-~ w short call? | need you sup”

New message in #sre

9 ®  regarding our future infrastructure set up?

New message in #sre

Hi SRE team!
We need your help again! )
Can somebodv helb u’

New message in #sre
New message in #sre
Hi #sre Could you please work on this below ticket?
Hello SRE team, I'm trying to access Datadog, but when| b | INinkljira/infra-12335
I try to login using SSO, it tells me to wait for an email.
The problem is that this email never arrives. So | think
that my account has no permission to use it. Is there
bould do?

sage in #sre
|
| restart this prod deployment?

New message in #sre New message in #sre
Hi SRE! | would need to add 3 new value to Vault Hello SRE. | have an service running in OCP (ocp-
on prod environment. Can somebody help me out scheduler) which requires to connect to Mongodb
with this? in ECP.

Currently | am getting:

New message in #sre 9

We have startup errors in staging when

b | deploying service with below error. Looks like «
process which copies the contents from vault and
creates secret folder is missing. Could you check ?

§, Hi Could you please work on this below ticket?
o | Iink/jira/infra-4321

% N S8 i
New message in #sre ew messaae in #sre

‘'or when trying to apply terraform

New message in #sre

Hello ! We have a service called Care Advisor,
b | which includes admin endpoints for R&D department to
update the service's knowledge base. We need to

provide them with API key values for all environments. sage in #sre

Hi #sre Could you please work on this below ticket? | ———

o | Nink/jira/infra-12335

Hi SRE. | have a question: If a pod start failed, will it be
utomatically restarted after a time, or we can manually
lelete the POD in ArgoCD so system will scale it up
igain, and a new pod will be started?

New message in #sre

Hi SRE team!
could | ask to restart this prod deployment?

New message in #sre
e | do not have access to

Hello . Can you help to create a IAM policy in ocp- rets. Could you apply the service
staging? u?

New message in #sre

Hi .l am trying to publish to the kafka topic that
was provisioned earlier today.
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Internal Developer Platform using Backstage

Backstage instance

Catalog-backend
Ul

Backend proxy IDP Backend

- Single entry for various platforms
- Unified UI
- Open for contributions from other teams

Ref: https://backstage.io/docs/overview/architecture-overview



https://backstage.io/docs/overview/architecture-overview

User Onboarding

POV: you're finally
starting the task you said
you started a week ago
and the document says
"request access"




<
User Onboarding

2 Long Zhang e Pre-defined access policies based on the org structure

e One page for configuring access to all tools

long.zhang@electrolux.com

=% dpo developers,
=
% dpo-team-sre

Tools list (Beta)

® Atlassian ® Slack @ Atlas
@ Bitbucket

® Jira

® Confluence




Two Different Kinds of Needs From Devs

Cloud resources INfrastructure
are all | need customization

Reuse the modules that adopt Define my own modules that
best practices and provision can be maintained via IDP

infrastructure with several clicks



EKS Provisioning as an Example

Electrolux Catalog

Kind
All components (1105)

Component

NAME SYSTEM OWNER LIFECYCLE DESCRIPTION TAGS ACTIONS

aaec-api- AP
L oie 5 R0 e

‘ e Purely from UI
o e Minimum input

aaec-asir-
user-

: s Ao " e Follow standards

apl

., @aec-
" autodose-api

aaec-care-
, advisor-
* orchestrator-
ELECTROLUX service

All saec-drinks- ~ LA
9 chill-advisor- X ervice Autodiscovered

api

, daec-ip-to-
OWNER " location-api

adec-
@ lemongrass- vo AR - . Autodisc

LIFECYCLE (i

aec-
D transiation-
service-api

asec-
D weather-
advisor-api




InfFrastructure Provisioning & Orchestration

BB fdn-infrastructure / terraform

api-gateway

backends

dns

internal-custom-domain

kubernetes

rest-api

Name
L -
B
B
O
0
3
|
O

transit-gateway

Execute Terraform Code (Beta) x

terraform/api-gateway

3
= terraform/backends

terraform/dns th-1-b80
terraform/internal-custom-domain
terraform/kubernetes CANCEL
terraform/rest-api

terraform/transit-gateway



Q)

InfFrastructure Provisioning & Orchestration

BB fdn-infrastructure / terraform

Name

L -

1998 12:32:21

1999 12:32:21 Apply complete! Resources: 2 added, 4 changed, 2 destroyed.
2000 12:32:21 Update task is done

2001 12:32:21 Workspace /tmp/tmpnw4dkf85b is cleaned up

. rest-api

BB transit-gateway




Infrastructure Management

dWS

\-/‘7



Use Cases for Service Onboardin

Manual deployment to fdn-dev-eu-north-1-infra-kitchen-dev x

Select service branch, image version, and values file

master + 1.08 ~ values-dev.yam|

+

This feature relles on a manual deploy workflow in the service's CircleCl pipeline.
Check the instructions here if you have not configured it yet

DEPLOY




Cloud data synchronization

-y Version management and auditing
fdn-dev-ey-north-1-demo-eks-ebd * —

I

OVERVIEW METADATA METRICS REVISION

About EKS® “ % & Tree view (Beta)

ORGAN Show subcomponents

o Cost observability

IDENTIFIER COMPONENT COLLAPSE ALL MARK AS BLUEPRINT

demo-eks EKS dartio-oka (5
Request approval

Approval flow

Demo eks

TEAME ORG ADMIN TEAMS

% dpo-toam-sre s dpo-team-sre

ORG ADMINS AWS ACCOUNT

@ demo-account eu-north-1

AWS EXNVIRONMENT ENVIRONMENT STATUS

dev fdn-dev-eu-north-1 Provisioning (Pending for
approval)



Components X Englsh v @ #} C O Infra Admin

BE  Dashboard + Create ¥ Export

v Catalog Identifier Description Component Created at Updated at

Components
Aws Account aws_account 27/08/2024 27/08/2024

L! Integrations
Aws Environment aws_environment 27/08/2024 27/08/2024

L! Tasks

[® Configs Aws VPC aws_vpc 27/08/2024 27/08/2024

L! Versions Aws Redis aws_redis 28/08/2024 28/08/2024

Resources
Aws K8s aws_k8s 28/08/2024 28/08/2024

Aws Account

5 K8s namespace k8s_namespace 28/08/2024 28/08/2024
Aws Environment
Aws VPC Rows per page: 10 +
Aws Redis
Aws K8s

K8s namespace




Summanry - Infrastructure Orchestration

e & To be dependency free from your infrastructure team
e £ Modules are fundamental and the engine does the magic

e % Self-manageable infrastructure is much more efficient



Infrastructure/Service Burns Money?




Two Different Kinds of Needs For Costs

From management

e What is the total cost
of project X?

e What is the trend?

e How to optimize cloud
costs?

From developers

e How much does my

service cost?

e What is the correlation

between usage and
cost?



Q)
Two Different Kinds of Needs For Costs

From management From developers

e What is the total cost
of project X?

e What is the trend?

e How to optimize cloud
costs?




Two Different Kinds of Needs For Costs

From management

e What is the total cost
of project X?

e What is the trend?

e How to optimize cloud
costs?

From developers

e How much does my

service cost?

e What is the correlation

between usage and
cost?



Cost Engineering

Multi-cloud cost aggregation

Many third-party solutions in the market
Might be overwhelmed by the features
The subscription might not be cheap while
you only need several key features

Fine-grained cost breakdown

e Cloud providers usually provide nice tools

e One provider, several dashboards

e Users have to switch among dashboards
when they have multi-cloud costs




Cost Engineering

Multi-cloud cost aggregation

InfraWallet

Fine-grained cost breakdown

ot ot 30 an



Cost Metric Exporters

Prometheus s Grafana

e Vendor-neutral
e Extensible
e Scalable

AWS Cost Exporter Azure Cost Exporter Custom Cost Exporter

| |
aws \

Ref: https://prometheus.io/docs/instrumenting/exporters/#finops



https://prometheus.io/docs/instrumenting/exporters/

Cost Engineerin anagers

backend:
infraWallet:
integrations: n rawa"et
azure:

- name: <unique_name_of_this_account>
subscriptionId: ... 31OUD by Ouick seoctions for monh 25
tenantId: ... May 2024 July 2024 (0}
clientld: ...
clientSecret:

- name: <unique_name_of_this_account>
subscriptionId: ... Filters
tenantld: ...
clientId: ...
clientSecret:

aws:

- name: <unique_name_of_this_account>
accountld: t.1 S
assumedRoleName: ... $000.00
accessKeyId: ...
accessKeySecret: ...

- name: <unique_name_of_this_account> Total cloud costs
accountId: ‘<l ID_as > 4000.00
assumedRoleName: $18.55K
accessKeyld: ... 200000
accessKeySecret:

LAST 3 MONTHS LAST 6 MONTHS LAST 12 MONTHS

Monthly ® ) Daily

2024-06
Total cloud costs (100%) . ,
ota! cloud costs

& EXPORT

NONE 2024-07 N TOTAL

Total cloud costs .S 6 $317.95 (V96%) $18.54K




Cost Engineering for Managers

InfraWallet

~  September 2023 3 August2024

Infr‘n\Wo“e_t: v0.1.3

Show Metrics

\ MAU
S

202309

T ot

e Unit economics: a crucial metric to understand the business efficiency
e Business metric examples: MAU, transactions, connected devices, etc.



o /
@ From Cost Observability to Cost Optimization

Costs ($)

S -
Ingestion: Log Events

16K

Ingested logs

25.76M

ingested ‘ - AR - SR |
Ingested logs per service .
13.0M deb-product-card-image
12.8M deb-oneapp-favourite
| |
- | |lvl',|lu|| I
e O 111

Aug 2023 Sep 2023 Oct 2023 Nov 2023 Dec 2023

Jan 2024 Feb 2024



F CLOUD SAVINGS 4

STORAGE MESSAGING ‘

LOGS APM METRICS Cl/iCD

DATABASE

TOTAL
$32"181/month



Summary - Cost Engineering

e & From cost awareness to cost efficiency
e £ Follow FOCUS™ and make it vendor-neutral

e %% Not only about techniques, but also about culture (e.g., a
cost optimization program)

Ref: https://focus.finops.org/#specification



https://focus.finops.org/

ANYTHING FROM THE LIST?

Different tech stack
Different tools
Multi-cloud set up
Outdated documentation
Long waiting time
Unclear process
Restricted permissions

Toil
DMs/tickets

Context switching
Low-valuable meetings
No time for development

Infrastructure Management

Cloud data synchronization

Version management and auditing

B

Cost observability

Request approval Approval flow

Use Cases for Service Onboarding

Cost Engineering

Multi-cloud cost aggregation

Fine-grained cost breakdown




Opensource



https://github.com/electrolux-oss

