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THE ENVIRONMENT

Regulation Doesn't Wait.
Neither Should Your Architecture.

Relentless Scrutiny

Customer-facing financial platforms operate under continuous 
regulatory oversight — not periodic checkpoints.

Ongoing Obligation

Audit obligations are always-on. Event-driven compliance is a 
legacy mindset that creates structural risk.

Dispute-Readiness

The ability to reconstruct and defend customer interactions is 
a baseline expectation, not an exception state.

It's Not If — It's When

Every regulated platform will face review. The architecture 
must be ready before the question is asked.



The Stakes: Why Onboarding Is Different
Onboarding is not just UX — it is where the legal relationship begins

Legal Relationship

Establishes consent boundaries 
and grants access to regulated 
services. Every field, every 
disclosure, every confirmation 
creates a legal record.

UX + Legal Obligation

Simultaneously a design challenge, 
a compliance obligation, and a 
governance problem. All three 
must be solved in the same flow.

Real Consequences

Errors here are not cosmetic — 
they carry regulatory and legal 
consequences. A missed disclosure 
is not a bug. It is a compliance 
incident.



When Compliance is Bolted On, It Breaks Under 
Pressure
The Afterthought Problem

Compliance treated as documentation added after design 
is complete — a systemic liability that produces platforms 
that cannot defend themselves.

Manual Reconstruction
Audits require slow, error-prone manual assembly of 
evidence across scattered systems.

Interaction Ambiguity
No reliable record of what actually happened in a customer 
interaction.

Worst-Case Timing
Gaps surface during disputes, investigations, and regulatory 
reviews.

"A platform that looks perfectly fine from the outside 
— and cannot defend itself when it matters."



The Core Problem: Surface-Layer Compliance Fails

WRONG APPROACH

  ✗ Compliance treated as a UI layer — checkboxes, 
modals, form validations

  ✗ Consent data stored as mutable database state

  ✗ Exception paths designed as afterthoughts

RIGHT APPROACH

  ✓ Compliance embedded as architectural constraint — 
not added on top

  ✓ Immutable, append-only event records for all consent

  ✓ Exception paths treated as first-class compliance 
events

The Fix: Embed compliance into the architecture itself — not applied on top of it.



THE CORE REFRAME

Compliance as a Structural Property,
Not a Supplementary Layer

Regulatory obligations must become architectural constraints shaping interaction flows, system boundaries, 
and operational controls from the start.

BEFORE

Compliance is late-stage paperwork bolted onto 
decisions already made

AFTER

Compliance is architecture — built into every 
constraint, boundary, and control from day one

Like availability. Like security. Like resilience.



Every Regulatory Obligation Has an Architectural 
Counterpart

Regulations are design requirements — each obligation maps directly to a system constraint

REGULATORY OBLIGATION ARCHITECTURAL CONSTRAINT

Informed consent required Consent capture embedded in interaction flow — system cannot proceed 
without it

Disclosure at point of decision UI/API enforces disclosure before action proceeds — before it can, not just 
before it should

Right to explanation Decision audit trail generated at runtime, automatically, every time

Record retention Immutable, append-only event store per interaction — structured and 
queryable



THE FRAMEWORK

Introducing: Interaction Integrity

The property of onboarding flows in which every material interaction is
structured, versioned, and evidence-producing.

Pillar 1

Consent & Disclosures

Formal compliance artifacts — 
versioned, timestamped, immutable 
at every consent touchpoint

Pillar 2

Identity Assurance

Progressive, risk-calibrated 
enforcement propagated 
consistently across all service 
boundaries

Pillar 3

Exception Handling

Interaction continuity and full 
auditability maintained even under 
failure conditions



PILLAR 1

Consent & Disclosures as Compliance Artifacts
The Problem with Current Practice

Consent is captured as thin UI logic — a checkbox 
disconnected from audit infrastructure and legally 
fragile. It can be changed, skipped, or broken without 
the audit record knowing.

The Compliant Design

Each disclosure and consent interaction is a formally 
defined artifact:

Version of the disclosure presented

Timestamp of presentation

User's explicit response

System state at the time of interaction

What a Consent Event Must Contain

disclosure_id
Unique ID of the disclosure 
shown

version
Exact version of the text 
presented

timestamp
ISO 8601, immutable once 
written

user_response
Explicit: accept / decline / 
defer

system_state
Platform state snapshot at 
moment

channel
Web, mobile, API — channel 
context



APPEND-ONLY EVENT LOG

Building an Immutable Consent Record
Consent transforms from a UX checkpoint into a durable compliance record.

Versioned Disclosure Content

Disclosure text managed as uniquely addressable versioned 
artifacts. Regulatory updates tracked without overwriting prior 
versions.

Append-Only Event Log

Consent events emitted as immutable records — never 
modified, only appended. Any historical interaction resolves to 
the exact disclosure shown.

Queryable Downstream

Used by risk, audit, customer service. Records are structured 
and queryable — not free-form logs.

Audit Store

Immutable store — never modified. Temporal integrity 
guaranteed. Timestamped, ordered, permanent.



Consent Isn't a Checkbox — It's a System Event

1
Disclose

Terms, version, and channel context presented to the user — explicitly, with version tracking

2
Acknowledge

Explicit, recorded user acknowledgement captured as a system event — not a UI click, a platform record

3
Act

Action proceeds only after the consent gate is satisfied — enforced by architecture, not assumed by teams

"The customer agreed" becomes provable, not asserted. There is a record. There is a timestamp. There is the exact version of 
terms they saw.



PILLAR 2

Progressive Identity Assurance
Identity verification is not binary — it is risk-calibrated and incremental

Low-Risk Access

Customers engage with limited 
features while identity is being 
established

Incremental Verification

Evidence gathered progressively 
across the onboarding journey — 
each step unlocks more

Full Capability Unlocked

Higher-risk features enabled only 
with stronger verification evidence 
in the auth context

In microservices 
architectures: Identity state must be consistently communicated across service boundaries. Without this, 

services act on stale or inconsistent state — creating policy gaps that are invisible until an 
audit.



Identity Assurance as a First-Class Attribute
Principled Propagation Across Service Boundaries

Declared Context

Assurance level is a first-class attribute of the auth context — propagated explicitly across all service calls, never 
assumed.

Observable State Change

Successful verification emits an observable event. Downstream services consume it and update their enforcement 
posture accordingly.

Interface Co-Design

UI must faithfully reflect the underlying assurance model. Mismatches between UI state and auth context create 
support burden and erode trust.



If You Can't Reconstruct It Confidently, It Didn't Happen

Auditability Defined: The ability to accurately and confidently reconstruct key events on demand — without engineering 
intervention, manual assembly, or guesswork.

Audit
Query

Event
Trail

Defensible
Response

Structured Records

Not free-form logs — queryable, machine-readable event 
records with a defined schema

Temporal Integrity

Timestamped, ordered, and immutable — once written, the 
record cannot be changed

Completeness

No gaps in the critical interaction trail — every event captured, 
not just the happy path

Accessibility

Auditors retrieve records independently — no engineer 
required to pull evidence



From Regulatory Expectation to Observable 
System Behaviour

Traceability Defined: Clear, navigable linkage between regulatory requirements, the design controls that satisfy 
them, and observable system behaviour at runtime.

Regulation → Design Control → Implementation → Observed Behaviour

WITHOUT traceability

Compliance is claimed. It rests on people's memory, 
documentation that may not be current, and a degree 
of hope.

WITH traceability

Compliance is proven. You can show the chain — from 
regulation to control to implementation to observed 
behaviour.

Scale with Confidence

Eliminates compliance ambiguity as the platform 
expands across products and jurisdictions

Predict Change Impact

See exactly which controls are affected before a 
change is released — not after it's in production



PILLAR 3

Exception Handling & Interaction Continuity

Production Realities:

Network interruptions and session timeouts

Third-party identity verification failures

User abandonment mid-flow

The Compliance Risk

Loosely coupled services diverge in their understanding of state when a 
flow is interrupted. Partial completions create legal ambiguity about the 
customer relationship.

Example Failure Scenario:

Identity data collected → Required disclosure NOT shown (downstream service failure) → Legally undefined onboarding state.

This is not a UX edge case.
It is a compliance incident.



Designing for Continuity: Sagas & Orchestration
Every exception path must be explainable and defensible — captured in the audit record with the same rigour as success 
paths.

Flow Interrupted → Compensating Transaction → Flow Resumed → Audit Log Captured

Saga Pattern Coordinates multi-step distributed workflows with compensating transactions. Each step 
either completes successfully or triggers a compensation that reverses the partial work.

Process Orchestration Maintains consistency even under failure conditions across services. The orchestrator holds 
authoritative state — services don't need to synchronise directly.

Audit Requirements Capture the fact of interruption, its cause, and the resolution taken. Every exception path 
must produce a record — including the compensating transaction.



System Architecture: Evidence-Centric Onboarding Flow
Every component produces compliance evidence as a first-class output

Customer
Browser

Frontend
UI Layer

Consent
Service

Event Bus
(Kafka)

Immutable Store
(S3+Lock) Audit API

Interaction
initiated

Disclosure
enforced

Event
emitted

Record
appended

Evidence
persisted

Audit query
answered

Consent Event

Versioned, timestamped, immutable 
record generated at every consent 
touchpoint

Identity Context

Assurance level propagated explicitly 
in auth context across all service calls

Exception Handling

Saga orchestration: every failure is 
logged and compensated — no audit 
gap



What Audit-Ready Architecture Looks Like
Each layer maps directly to a compliance concern — with cloud-native implementation options

Layer Design Decision Cloud-Native Implementation

Consent Versioned, immutable, append-only event records Apache Kafka, AWS S3 with Object Lock

Identity Assurance level carried in propagated auth context AWS Cognito, OAuth 2.0 JWT claims, 
SPIFFE/SPIRE

Orchestration Saga-based, exception-aware workflow management AWS Step Functions, Temporal.io, 
Conductor

Audit Log Captures successes, failures, and resolutions equally AWS CloudTrail, OpenTelemetry + 
Elasticsearch

Disclosure 
Content Versioned artifacts — never overwritten, always resolvable S3 versioned buckets, Git-backed content 

store



REAL-WORLD SCENARIO

Digital Bank Customer Onboarding
A customer opens a savings account — the compliance trail starts immediately

Pillar 1 — Consent & Disclosures

The customer reviews Terms of Service and GDPR disclosure. Every action is captured as an immutable event in Apache 
Kafka, stored in S3 with Object Lock. If a regulator asks what the customer consented to — the answer is immediate.

Pillar 2 — Progressive Identity Assurance

Email verified → low-risk access granted. ID document uploaded → assurance level updated in JWT claims → funds transfer 
unlocked. Each state change emits an event, so no service ever acts on stale identity data.

Pillar 3 — Exception Handling

KYC provider times out. The Saga orchestrator triggers a compensating transaction. Session pauses, partial state is 
preserved, customer is notified. Cause and resolution are both logged — no audit gap.

Outcome: A clear, defensible onboarding record — because compliance is built into the architecture, not added later.



A Practical Path to Evidence-Centric Architecture

1
Map

Identify regulatory obligations and their corresponding interaction touchpoints across the platform

2
Translate

Convert each obligation into concrete architectural constraints and explicit design controls

3
Instrument

Embed evidence generation into workflows, APIs, and system boundaries as first-class outputs

4
Validate

Test auditability and traceability as functional requirements — not afterthought checks

5
Govern

Establish change control practices that protect compliance-critical components as the platform scales

Start with your highest-risk customer interaction. Make it explainable. Then scale that principle.



What You Get When Compliance is Architectural

Audits in Hours

Structured records answer audit queries directly — no manual 
reconstruction required from scattered systems

Evidence-Based Disputes

Resolutions backed by verifiable records, not contested 
memory or interpretation months later

No War Rooms

Regulatory inquiries handled without mobilising engineering 
teams in emergency mode

Scale Without Erosion

Compliance integrity holds as the platform modernises and 
product lines expand

Speed with Defensibility

Engineering teams ship fast with compliance built in — not bolted on after every release



Explainable.
Defensible.
Resilient.
Compliance is not a project phase. It is a structural quality.

Platforms engineered for defensibility from the ground up are not just audit-ready — they are built to last in regulated 
environments. They can evolve, scale, and answer hard questions cleanly.

Start with your highest-risk customer interaction. Make it explainable. Then scale that principle across your 
entire platform.



Thank You!
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Questions & Discussion

Join the Conf42 Discord to continue
the conversation and ask questions.
Available during the Conf42 event chat
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