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Our developer needs resources in the cloud…

Ticket proceeds through 
queue in its own time.

Verify Budget 
and Resources

Request: “Provision Environment”

FinOps 
Approval

Cloud Ops 
Builds Env

Our developer, Alice needs 
an environment. This is a 
blocker for her.

FinOps Denial



Expertise

Development

● Do code
● Know libraries, 

runtimes, build 
process

● Want to get code to 
production

FinOps

● Watch spend
● Estimate costs
● Manage Budgets

CloudOps

● Maintain access and 
security

● Update assets
● Provide environments



What is Automation?



Is AI Automation?
Is Automation AI?



Benefits of Automation

Complex 
systems and 
workflows

Cope with 
change

Reduce 
mistakes

Reduce Toil



Potential Drawbacks

Brittleness Detachment 
from work

Loss of 
expertise



Goals for the Automation Itself

Architecting 
for Scale

Lee Atchison

● Testable
● Flexible and implemented for future 

improvement
● Reviewable by someone else as a check
● Put under version control
● Applicable to related resources and not a 

one-off
● Repeatable and auditable



Automation for delegation



X

Automate Inter-Team Toil

Knowledge gap

Skills gap

Access gap

Teams that could 
benefit from your 
automation

Automation 
components available 

all over the organization

X

X

SRE

Support

Rel Eng

Developer

DBA

Scripts

Tools

APIs

Commands

Infrastructure



Design Automation 
for Delegation

Support how your users work

Provide results that make sense

Provide consistency of 
experience

Include documentation in 
context Like any software design, have 

empathy for your users



Integrate with secrets 
management to access 
privileged actions.

Jobs for Alice’s 
Team

Turn Expertise into Automation

Create 
Environment

Request: “Provision Environment”

Check budget

Make this automation safe to delegate as self-service actions to responders

Report results 
to requestor

Alice logs into the 
automation platform 
and finds jobs for her 
team

Every job run 
logged for audit



What should we automate?



No-Impact

High-Impact

Simple Sophisticated

Non-change action with no 
performance impact

Single-step with no 
options

Multi-step, multi-node workflow with input options, 
dependencies, security contexts, and conditionals.

Example Automation Tasks for Incident Response

Change action that could break 
things or impact performance 

Information
Gathering

DiagnosticsPerformance 
Check

Simple 
Restart

Multi-Service 
Rolling Restart

Rollback 
and 
Redeploy

Failover

Fetch Logs

Multi-Step
Restart

Firewall 
Change

Config 
Change

Database 
Change

Add/Remove 
Capacity



What should we automate?

https://xkcd.com/1205/



Evolution of Automation

No 
Automation

Humans 
run the 
automation

Humans 
watch the 
automation

Automation 
runs on its 
own and 
creates 
data

Humans 
are notified 
if the 
automation 
fails

Automation 
Opportunities

Human
Initiated

Automation

Automation
with

Oversight

Automation
with

Fallback

Monitor
and

Evaluate



PagerDuty: https://pagerduty.com 

Rundeck: https://rundeck.com 

More Resources! Links! Code!

https://bit.ly/SelfServeAuto

Resources

https://pagerduty.com
https://rundeck.com


Thank You
@LNXCHK


