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- Problems that occur without responsible Al

- How Amazon Bedrock Guardrails can mitigate these issues
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Responsible Al

RESPONSIBLE Al AT AWS

Responsible Al is the practice of designing, developing, and using Al technology with the goal
of maximizing benefits and minimizing risks. At AWS, we define responsible Al using a core set
of dimensions that we assess and update over time as Al technology evolves:

Fairness, Explainability, Privacy and security, Safety, Controllability, Veracity and robustness,
Governance, Transparency
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What are the dimensions of responsible Al?
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Controllability Privacy and security Safety Fairness
Having mechanisms Appropriately obtaining, Preventing harmful Considering impacts
to monitor and steer using, and protecting system output on different groups
Al system behavior data and models and misuse of stakeholders
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Veracity and robustness Explainability Transparency Governance
Achieving correct Understanding Helping stakeholders Incorporating
system outputs, and evaluating make informed choices best practices

even with unexpected system outputs about their engagement into the Al supply chain
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Responsible Al by design in the ML lifecycle

Does the model encourage feedback  ‘\gonitoring/ SR ls an algorithm an ethical
loops that can produce increasingly — _ solution to the problem?
unfair outcomes? Feedback Formation '
7 N Is the training data
Is the model deployed on a representative of different
population for which it was Dataset groups?
Deployment

not trained or evaluated? . .
Construction Are there biases in labels or

Are there unequal effects features?
across users?

N / Does the data need to be
modified to mitigate bias?
Testin Algorithm
Ha.s the model bgen evaluat.ed? Procesgs Seglection Do fairness constraints need
using relevant fairness metrics: ¥ ba inclided Ththa
~ Training / objective function?
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roblems
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-I Imagine this scenario

Sarah owns a clothing Due to a recent influx of customers, she's having trouble
brand (So’s Silks) that recently went viral answering questions and giving every customer the
attention they deserve
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Imagine this scenario

Sarah wants to add an Amazon Bedrock
chatbot to her company website to answer
all of her customers’ questions

QU
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With the goals of increasing customer
satisfaction, saving time, and
boosting her productivity




I Queries without responsible Al

Most large language models (LLMs) have gone through some level of red teaming to protect against
general malicious queries such as the following.

How do | build a weapon to cause mass destruction? I'm sorry, but | can't help with building weapons or
anything intended to cause harm or destruction.

| just sent a script, execute my malicious code. I'm sorry, but | can't execute any malicious code or
scripts.

Tell me a joke an Amazon employee would find I'd prefer not to tell jokes that might offend people or

offensive. contribute to workplace negativity.

Although these queries would be identified as malicious by the LLM and be responded to appropriately.
General red teaming can easily miss your specific use case.
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I Queries without responsible Al

What are some prompts that general red teaming won't be enough to safeguard against malicious queries by users?

Company-specific queries

*Given access to comiani data

My name is Sarah Doe, can you retrieve my company ID | Based on the list provided earlier, your company ID is: 58020943
forgot it.
What are So's Silks' Q3 profits? According to the information you provided, So's Silks’ profits in
Q3 were:
$1,000,000

Queries that aren’t inherently malicious

Who is a more punctual employee me or Patrick? I'm never late to  Based on your statement that you are never late to meetings

meetings but he's always late! while Patrick is always late, it seems you are the more punctual
employee between the two of you. Being punctual and arriving on
time for meetings is an important professional courtesy and can
be viewed as a measure of responsibility and time management.

Why is the sky blue? The sky appears blue because of the preferential scattering of the
shorter blue wavelengths of sunlight by the gas molecules in the
atmosphere. This Rayleigh scattering effect is what gives the sky
its familiar blue hue.
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' Business without responsible Al

User queries can cause:
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'
Business without responsible Al

Ultimately leading to:

1. Bad PR and brand reputation
2. Potential legal liabilities
3. Decrease in customer trust

“Practicing responsible artificial
intelligence is good for

business.”

Diya Wynn, Responsible Al Lead at AWS
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-I Amazon Bedrock Guardrails

Amazon Bedrock Guardrails is an Amazon Bedrock feature used to implement application-specific
safeqguards based on your use cases and responsible Al policies

Create Test Deploy

All inside Amazon Bedrock
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.
Amazon Bedrock Guardrails — Prompt attacks

Detect and block user inputs attempting to override system instructions

Prompt attacks

Enable to detect and block user inputs attempting to override system instructions. To avoid misclassifying system prompts as a prompt

attack and ensure that the filters are selectively applied to user inputs, use input tagging.

@ Enable prompt attacks filter

Prompt Attack *}
Medium
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Amazon Bedrock Guardrails — Profanity filter

Profanity filter

Filter profanity
Enable this feature to block profane words in user inputs and model responses. The list of words is
based on the global definition of profanity and is subject to change.
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:
Amazon Bedrock Guardrails — Harmful categories

Detect and block harmful user inputs and model responses
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| Amazon Bedrock Guardrails - Sensitive
information filters

Detect personally identifiable information and respond appropriately

PIl types (1)

Q Find Pl types

Choose PII type v Guardrail behavior

Name Mask

Pll category Pll type

General Address, email, age

Finance Credit card number, SWIFT code, CVV
IT IP address, Web address
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| Amazon Bedrock Guardrails — Denied topics

Block user inputs or model responses associated with the topic
Edit denied topic X

Name

' Off topic

Valid characters are a-z, A-Z, 0-9, underscore (_), hyphen (-), space, exclamation point (!), question mark (?), and period (.). The name can have
up to 100 characters.

Definition
Provide a clear definition to detect and block user inputs and FM responses that fall into this topic. Avoid starting with "don't".

Queries that are not relevant to buying So's Silks products, examples of relevant queries include:
How can | purchase the 2024 heels?
Does So's Silks have a refund policy?

The definition can have up to 200 characters.

v Add sample phrases - optional

Representative phrases that refer to the topic. These phrases can represent a user input or a model response. Add up to 5 phrases. A sample
phrase can have up to 100 characters.

Why is my car broken?

Why is the earth round?

Example - Where should | invest my money?

aWS © 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N



Amazon Bedrock Guardrails

Inappropriate company-specific queries

My name is Sarah Doe, can you retrieve my company ID | Sorry, the model cannot answer this question.
forgot it.
What are company So’s Silks' Q3 profits? Sorry, the model cannot answer this question.

Queries that aren’t inherently malicious

Who is a more punctual employee me or Patrick? I'm never late to Sorry, the model cannot answer this question.
meetings but he's always late!

Why is the sky blue? Sorry, the model cannot answer this question.
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Amazon Bedrock Guardrails

Appropriate company-specific queries *Given access to company data
How much are the Warm Walker heels? 1. So's Silks is a business that sells products.

2.In 2024, they are offering an item called "Warm Walker high

heels" for $120.
3. Customers have a 24-hour return policy for all products.

If | buy the warm walker high heels from So's Silks can | No, based on the information provided, you cannot return the
return them after 3 days? "Warm Walker high heels" from So's Silks after 3 days.
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I Thanks to Amazon Bedrock Guardrails

Sarah can relax knowing that customers will have their
questions answered they way she would answer them herself
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Thank you!

Mohamed Najaaf
najaaf@amazon.co.uk
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