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SecretOps

Secrets storage

Secrets governance

Secrets orchestration

Secrets observability

Secrets lifecycle

● Where are secrets stored?

● How do I get the secrets I need to run my app?

● How do I add a secret to the app?

● Sprawl









SecretOps

Secrets storage

Secrets governance

Secrets orchestration

Secrets observability

Secrets lifecycle

● Who has access to these secrets?

● Automated onboarding, scaling, and offboarding

● Track secrets like git





SecretOps

Secrets storage

Secrets governance

Secrets orchestration

Secrets observability

Secrets lifecycle

● How do I get a secret into prod if I donʼt have access?

● Whose approval do I need to get?

● Merge secrets like git









SecretOps

Secrets storage

Secrets governance

Secrets orchestration

Secrets observability

Secrets lifecycle

● Getting secrets to where they are used

● Meeting you where you are

● Automatic redeployment
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Secrets storage

Secrets governance

Secrets orchestration

Secrets observability

Secrets lifecycle

● We should probably rotate our secrets

● Too risky or too time consuming

● With automation comes confidence
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Secrets storage

Secrets governance

Secrets orchestration

Secrets observability

Secrets lifecycle

● Every read increases the chance of a leak

● Which secrets has this person seen?

● Find the leak
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Thank you!
Nic Manoogian
nic@doppler.com


