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Our agenda today:
Overview of an Anti-Fraud System:
how it works and why it 
matters

Overview of an Anti-Fraud System:
how it works and why it matters

Key Aspects of ML/Analytical
Design in Anti-Fraud Systems

Infrastructure Solutions
and Implementation Strategies

Real-Time Modeling vs. Offline Modeling

Monitoring Mechanisms

RespoNDING TO NEW THREATS.
WHAT DO WE NEED EXCEPT ML

A case study from FinTech
A case study from GameDev

Integration of diverse data sources
Addressing multiple tracking objectives
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What is anti-fraud?
Fraud - customer action that are not intended by the company, which result in a deterioration of key metrics.          If 
the client uses internal inefficiencies of the company's mechanisms, fraud is called endogenous, otherwise 
exogenous.
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users are avoiding 
paywalls
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1) User avoid paywall 
using dishonest 
algorithms

2) Such users go 
through game much 
faster

3) Such users pay 
much less



How to take advantage
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of FinTech companies



Building an Anti-Fraud 
Platform

The idea is to customise a pipeline of the model starting from
a simple concept so we get a complex framework in the last slide.
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1
Key concepts

- Gradient boosting
- Autoregression
- CI prediction
- Is Actual value in CI 

predicted or not?



● Naive Tree/regression models
● Deep learning 
● RNN
● Temporal fusion Transformers
● Lag-Llama

Some comment 
That's good
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regarding the model
That's bad

● Quantile regressions with data 
with enrichments

● Monte carlo probability estimates
●  Tree-based XGB, LightGBM, and 

CatBoost Models
● Automatic ARIMA-GARCH
● Identifying trend and variance 



Building an  Anti-Fraud

Kubernetes operates the model within
a persistent pod that monitors data from 
Kafka.

Reloading the model based on a 
cooldown period or a timeframe 
suitable for an anti-fraud platform.
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Platform2 After training the model on user
data offline, we deploy it:



What is the challenge?
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The lack of data
It’s not possible to implement the model by using user data only.

The complicated data sources such as currency
conversion rates should be added. 

In production, the model is "waiting" for all the data,
as we see our data from Kafka before the external source
needs us to do time-based joins.



Data sources
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What is the challenge?
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The targets are too different
For one quality metric, let’s say, Payments_cost, many related
costs/details can be attributed to it that deal with one type of fraud. 

In case there are multiple targets, stacking different models
could be worth considering. 

When it comes to supervised gradient boosting, it is right to see it as some 
sort of smart ifs. Don't forget: the smartest if can be determined only by you.



Stacking Different Models and Filters 
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Infrastructure Features
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In production, it’s crucial to perform fast joins of large
datasets or create complex data samples. 

Equally important to access historical data by user_uid. 

Stack: Spark CPU              Trino (memory management )

The best practices working with real-time modeling include preserving the 
previous state of user data and filtering the data stream that feeds into the model.



Infrastructure Features
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Offline  support team

The contribution of the operational and analytical team to improving the quality of 
detection cannot be underestimated.

We need guys who are looking at the screen:

● P1 - prob that the catch one with ML
● P2 - prob that analytical filter catch one
● P3 - prob that operational team catch one

Overall P = 1 - (1-P1)(1-P2)(1-P3)                              
Good precision!



Offline Part of the Platform
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Monitoring Mechanisms
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Online and Offline                                                                                
Model Metrics:

Visualisation and the importance of case review to understand what 
*exactly* is going on

- Payment Cost 
- Technical metrics
- PR AUC
- FPR



Final framework
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thank you
for your attention!

pavel@zapolskii.com@raymor @pavel-zapolskii


