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who am I ?

Peleg Porat
Co-founder and CEO @ Configu
More than 8 years of experience as a 
Software Developer
Specializing in network security
 

CEO by Day, 

Code Whisperer by Night



what we will cover

Configurations: The Weak Link in the Security Chain

Understanding Application 
Configurations

Unencrypted Files and 
Risks

The Role of Automation 
in Enhancing Security

Exploring Permission 
Issues & Challenges

Monitoring Configurations: 
Techniques & Tools

Best Practices for a 
Secure Configuration 
Strategy



The Twelve-Factor App (12factor.net/config)

an app’s config is everything that is likely to vary between 

deploys (staging, production, developer environments, etc.)
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Code(logic) Configurations(behavior)Software

https://12factor.net/config
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Application

Configuration

Env vars secrets Feature
flags
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Common types of Misconfigurations

https://www.helpnetsecurity.com/2018/10/05/cloud-misconfiguration/
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DevSecOps

Developer

Permission Issues

Permissions
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Permission Issues

Microservice 1

Microservice 3

Microservice 5

Microservice 2

Microservice 4

Microservice 6

. . .

Secret Managers

Feature Flags
Cloud Vendor

. . .

Mono repo

Microservice 1

Microservice 2

Microservice 3

or



Configurations: The Weak Link in the Security Chain

Unencrypted Files and Risks
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Challenges in Monitoring Changes
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The Automation Gap
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Defence
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introduction to configu
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Managing Permissions Effectively

Permissions
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Managing Permissions Effectively

RBAC ABAC
Google DriveGitHub
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Managing Permissions Effectively

RBAC ABAC
Developers -> dev

-> test

DevOps  -> dev
-> test
-> prod

Developer_A -> LOG_LEVEL (prod)
Developer_B -> LOG_LEVEL (prod)
Managers -> MONGO_CS (prod)
QA_A -> LOG_LEVEL (dev)
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Ensuring Data Encryption

Data 
Encryption
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Effective Monitoring Techniques

Monitoring
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Embracing Automation

Automation



thank you 

for your attention!

follow configu

configu.com
Website: X (Twitter):

@WeAreConfigu

GitHub:
github.com/configu/configu

LinkedIn:
@Configu


