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About Me : Peter De Tender

• Azure Technical Trainer and Cloud Advocacy v-team 
@ Microsoft with focus on Azure Architecting and 
Microsoft DevOps Solutions

• Former Azure MVP (6y)

• Technical Writer & Book publisher

petender@microsoft.com @pdtit      http://www.007ffflearning.com



     

Concepts of DevOps

Microsoft’s Definition:

The Union of People, 
Processes and Products, 
to enable continuous 
delivery of value to our 
end users



     

Concepts of DevOps

Peter’s Definition:

Integrating a culture of 
delivering value to your 
end users, relying on 
team collaboration and 
workload automation

60% - Culture 40% - Tools



     

Automate Everything

DEV VALIDATE PACKAGE RUN OPERATE

Automate Everything!!



     

Secure Everything

DEV VALIDATE
PACKAGE RUN OPERATE

• Threat Modeling
• Secure Coding Standards
• Credentials & Secrets

management

• Peer Review

• Code Analysis
• Credentials & Secrets

management
• Approvals
• Unit Testing
• Container Vulnerability

Scanning

• Secured IaC
• Secured Containers
• Quality Gates
• Cloud Configuration
• Security & Pen-testing

• Cloud Platform Security
• RBAC permissions model
• Credentials & Secrets

management

• Security Monitoring
• Threat Detection
• Mitigation



     

Secure Everything – by shifting left
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Approvals & Pull requests

Demo



Code Analysis

Credentials & Secrets Management

Demo
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Secure Everything – by shifting left

1. AquaSec (https://www.aquasec.com/products/container-
vulnerability-scanning/)

2. Qualys (https://www.qualys.com/apps/container-security/)
3. Clair (https://github.com/quay/clair)
4. Anchore (https://anchore.com/opensource/)
5. Docker Bench Security (https://github.com/docker/docker-

bench-security)
6. Snyk (https://snyk.io) 
7. And so many other ones ☺ 

Some Container Vulnerability Scanning Solutions (No preference!!)

https://www.aquasec.com/products/container-vulnerability-scanning/
https://www.aquasec.com/products/container-vulnerability-scanning/
https://www.qualys.com/apps/container-security/
https://github.com/quay/clair
https://anchore.com/opensource/
https://github.com/docker/docker-bench-security
https://github.com/docker/docker-bench-security
https://snyk.io/


Container Vulnerability Scanning

Azure Key Vault Secret Store

Demo



     

Concepts of DevSecOps

Peter’s Definition:

Developing a culture of 
delivering value to your 
end users, relying on 
team collaboration, 
workload automation and 
end-to-end security 
integration
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petender@microsoft.com
  
@pdtit 

http://aka.ms/pdtit 

Thank you
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