NO WALLET, NO PROBLEM

: HoWw JSON Web Tokens

Define the Future of

Mobile Driver's License




You’re a SoftwWare Eng.
e YyoU Just finished a big

feature
e UNWINd With a movie and Wine

Picture this
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A: Order the Wilne online
B: Pick 1t up from the store

Choose your oWn adventure

V o



A: Order the W1lhe online

Choose your oWn adventure

V o



Delivery driver arrived
e The app told you don’t

forget tWwo 1tems!




XNEN_

What 1tems did the app tell
vou not to forget?

Reminder




You forgot your ID!

Back upstairs!

V o




Delivery driver 1s anhoyed
e h1s company times hils
deliveries.

e doesn’t get pald enhough
for this.

Trouble
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A: Leave
B: Risk getting filred

Delivery driver choices

V o




B: Risk getting fired

Delivery driver 1S a nice guy

V o



XNEN_

Have you ever ordered alcohol
online? What Was your experlence?

Question for YOU ‘

V o



X O —

=
Hi, my name is Rizel Scarlett.

e Dev Advocate at TBD

e ] don’t drink alcohol, but I knoWw tips on
purchasing booze With a JHWT.

e @blackgirlbytes




Agenda

e JSON Web Tokens
e A specilal Kind of JWT

e HOW 1t Works

e HoWw they’re belng used
e Challenges

e Build a special JWT

e Interactive fun

e SWag
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A: JOT
B: JAY-DOUBLE U-TEE

NERD
///A\\\

NERD

- IGHT

ONLY




eyJhbGciOiJIUzI1NilsInR5cCIBIkpXVCJ9.eyJzd WIiOilxMjMONT
Y 30DkwliwibmFtZSI61kpvaG4gRG9lliwiaWWFO0ljoxNTE2MjM5M

A JWT 1s a secure Way to share DIyfQ.XbPfblHMIBarZ3Y922BhjWgQzWXcXNrzOogtVhfEd2o @)
information between tWo parties

Header o Payload ° Signature

online. ; T

"sub": "1234567890",
"name": "John Doe",
"iat": 1516239022

}

JSON WEB TOKEN




° M_ tvpe Of tORen eyJohmeOlJIUzHNllsInRSCCIGIkpXVCJQ °

e Payload - data you’re XbebIHIVIIGar23Y922BhJVVngWXCXNrZOOQchfEdZO °
sendlng
- A o Header o Payload ° Signature
e Signhature - verifles the { { acemae
o g ., rz:ze '-:'L'izﬁisggzg BASEG64URL (header)
data Wasn’t changed along | S i e T
: | } secret)

the way

I JSON WEB TOKEN




AUthorilzation:

Bearer <token>

Authorization & Authentication

V o




Designed to completely prevent
unauthorized access or changes.

TAMPER PROOF




Shows clear sighs 1f any
unauthorized access or changes
have occurred.

TAMPER EVIDENT




eyJ0eXAi0iJKV1QiLCJIhbGciOiJFZERTQSIsImtpZCI6ImRpZDpkaHA6ZNELcDdve jE2¢cXUmb2JUNjN1eXNiZ2RWY3UzbzhhNW95bmsxeWE4NZR
1cDZWM2ZhanNreSMWINO.eyJ2YyIbeyJAY29udGV4dCIBWYy JodHRWCZovL 3d3dy53Myb5vemcvM JAX0C9 jemVKZWS0aWFscy92MSJdLCJ0eXB1 1)
pbIlZlcmlmaWFibGUDcmVKZW50aWFsIiniV2ViNVF1aWNrc3RhenRDb21WbGY0aWSuQ3J1ZGVudGlhbCJALCIpZCI6InVyb jpldW1KOmFiZmZhZ
WI3LWVJMGItNDN1YiO5YWJiLTIWMZFhNGViY jUNNSIsImlzc3V1ciI6ImRpZDpkaHA6ZnELlcDdve jE2¢XUmb2JUNjN1eXNiZ2RWY3UzbzhhNW95
bmsxeWE4NzRicDZWM2ZhanNreSIsImlzc3VhbmNIRGFOZSIGT jIWMjQTMDYtMThUMDEBNTUBM jhal iniY3J1ZGYuUdG1hbFN1YmplY3QiOnsialQ
101 JKkaWQ6ZGhOOMZXNXA3Db3IXNNF1Zm3ibzYzZX1zYmdKCcGNIM284YTVveN5rMX1h0DcOYNA2cDNmYNpza3kiLCJuYW11I joiQWxpY2UgU21pdG
gilLCJjb21WbGYOaWIURGFOZSIBI jIWMjQtMDYtMThUMDEBNTUGM jguM jKOWiIsImV4cGVydGlzZUx1dmVsI joiQmVUnaWbuZXTifX0sIm5iZiI6M
TcxODY3NTcyOCwianRpI joidXJuOnV1aWQBYWImZmF1Y jectZWMWYi0O0M2ViLT1hYmItMjAZMWEOZWJiINTALIiniaXNzI joiZG1kOmRodDpmcTUNW
N29yMTZxdWZvYm82M2V5¢c2JnZHB jdTNVOGE1b31uazF5YTg3NGJWNNAZZmFqc2t5Tinic3Vil joiZG1KkOmRodDpmCcTVWN29yMTZXdWZvYm82M2V
5¢2JnZHB jdTNVOGE1b31uazF5YTg3NGJWNNAZZMFqc2t51iWialNFOI joxNZE4N jcINzM3fQ. z8XPWcOPyJZCBi9CpPJRNSGKmMS1aZtV5y54RzdA

LXeBP1TIHL JTNdYm5aGWV31011G2HAVZ2s0XIrRSNakE2WDA

[ [ L]
L[] JWT. IO []

[ 1
[]
[
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A: TAMPER EVIDENT
B: TAMPER PROOF

Which one describes a JWT?

V o







W3C

World Wide Web Consurtium




] [ |

Special JWI 4

Verifiable Credentials

H

[ |




e digital proofs used to
confirm specific facts about
individuals, organlizations,
or entities.




{'@:; Socrates University DIPLOMA 90312

e digital representations of
paper documents

e [ID, degree, driver's license,
health 1nsurance card an Electrical Engineer

Hanna Herwitz
Electrical Engineer

DESCRIPTION

Hanna graduated with honors as

AWARDING DATE EXPIRY DATE

2019-06-15 2025-03-01

DIRECTED BY LOCATION

Socrates United States
University

Verifliable Credentials




e J1ve 1n your phone's Wallet
e cryptographically sighed JWT




e ANgle Jones did this!

e N1Th her moblle driver’s
license = a Verifiable
Credential

Buying booze With a JWT
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A: I have an mDL
B: I do not have a mDL

DRIVER LICENSE

ID: 123-456-789-10

DOB: DD/MM/YYYY ISS: DD/MM/YYYY
EXP: DD/MM/YYYY

Question for YOU ‘

NAME SURNAME

CLASS:

SEX WGT
HGT EYES -




tinyurl.com/mdl-us-map

DRIVER LICENSE
ID: 123-456-789-10

DOB: DD/MM/YYYY ISS: DD/MM/YYYY
EXP: DD/MM/YYYY

NAME SURNAME

CLASS:

SEX WGT
HGT EYES -

Map of States With mDLs




Benefits of VUCs
B




Z Passport

Yoaur credential Is valid

Cradantial signatura is vahid and up to data

The following infermation will be shared.
HAME
Preet Patel

DATE OF BIRTH

20 06 1989

GEMDER

Male

The fellowing information will not be disclosed,

BIRTH COUNTRY
@

RESIDENT SINCE

Privacy enhancing credential

This credential supports privacy preserving
regquests, allowing you to contral the
information you want to share.

@ Selective disclosure

Crnily the reguired information from within the

credential is ghared.




VC FLONW

HoW does 1t WOrk?




Issuer Holder/Subject

legal org that created, 1issued, and

signed the VUC Who the VUC 1s about

Verifier

requesting proof

Key Roles




YOU GO TO THE DMV

A

YOU STORE THE JWT IN

YOUR PHONE

2

THE DMV CREATES A VUC FOR
YOU STATING YOU’RE OVER

21

5

SHOW THE VC TO THE

BARTENDER

3

DMV DIGITALLY SIGNS

THE VUC -> JWT

b

BARTENDER SCANS VC AND
PROGRAMMATIC CHECKS

OCCUR




Additional use cases
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Pharmaceutical Supply Chaln

e Determine 1f during the trade:
o the medicine 1s real
o the pharmacist 1s a real pharmacist
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Content Authenticity Initiative

Terminal

e When Was the picture taken?
e \ho took the picture?
e Is 1t AI generated?

Content Credentials

PRODUCED BY

L Jane Smith

SOCIAL MEDIA ACCOUNTS

E @janesmith
(0) @janesmith

PRODUCED WITH

View more




Native Tribes

e Speclal Economic Zones
e Helping Native tribes set up businesses

e They establish their 1identity and business
through a VUC

| = 700 You have a DID
| AN - ‘e
4 \ = C b Decentralized Identifiers (DIDs) revolutionize online identity, providing a secure, self-savereign way to manage your digital presence
:f | ) Gtaw G Stored on a decentralized network, DIDs ensure unique, tamper-proof identities, free from central authority control
f < Digital Economic Zone
t . — 1 See below all your Verifiable Credentials.
1
Reveal DID

| S
™

% Dashboard
Here are your Verifiable Credentials:

#1) Companies
® eResidency

& Notifications Created at: 06/14/2024, 12:38 PM
User: silipi
B Settings
Verifiable Credential JWT:
@ DID Management YIORXNOURVIQH o
() Support
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European Digital Identity Wallet

e Alm for 2026:

o All residents, citizens, and
businesses have access to store any
documents digitally 1n this phone
Wallet

e Ex: Education -- did your school shut dowWn?
Still have proof that you graduated

:: EUDIWallet |

National elD
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Any 1deas of What you might want a
VC for?

Question for YOU ‘

V o






Challenges

e Standardization and 1nteroperabillity
e Educating the general public on the
benefits

L
: N
N AN\
+.




Let’s create a VUC together

L H |

[ bit.ly/vc-Workshop ]
[ ] H

V o



Kahoot Quiz

Your turn ‘




Resources & SwWag

Your turn ‘




