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Why API Gateway



Why API Gateway Challenges

1. Uncontrolled API Traffic
2. Security Risks
3. Performance Bottlenecks
4. Lack of Observability



API Gateway and its role

An API Gateway is a reverse proxy that sits between clients and backend 
services, acting as a centralized traffic manager.



Traffic 
Management & 
Request Routing

1. Route incoming API requests to the 

correct backend services based on 

request params.

2. Support for different protocols: 

REST, gRPC, GraphQL, 

WebSockets, and even TCP/UDP 

traffic

3. Traffic splitting



1Performance 
Optimization

1. Load Balancing
2. Caching
3. Compression
4. Request/response 

transformation



Security & 
Authentication

Acts as a central security layer for all 
API calls

1. OAuth2, JWT, OpenID Connect
2. API Keys
3. mTLS



1Observability & 
Monitoring

1. Metrics collection
2. Logging and tracing
3. Real time dashboards



Extensibility & 
Customization

1. Built-in plugins
2. Custom plugins



Introduction to Open-Source API 
Gateways



➔ Cost-Effective: No Licensing Fees

➔ Transparency & Security: No Black Box

➔ Community-Driven Innovation & Rapid Updates

Why open-source



1Open-source 
API Gateways

1. Apache APISIX
2. Kong
3. Tyk
4. KrakenD
5. Gloo Edge



Apache APISIX

Written in OpenResty (Nginx + LuaJIT)

License Apache 2.0

Deployment model Standalone, Kubernetes-native

Storage options Files, etcd

Configuration options Files, Admin API, Kubernetes CRDs

Plugin system Lua, Go, Python, Node.js, WASM

Authentication JWT, OAuth2, mTLS, OpenID, API Keys

Observability
Prometheus, Datadog, OpenTelemetry, 
SkyWalking

Hot reload Yes

Commercial support Yes (by api7.ai)

https://apisix.apache.org/docs/apisix/deployment-modes/
https://apisix.apache.org/docs/ingress-controller/getting-started/
https://apisix.apache.org/docs/apisix/admin-api/
https://apisix.apache.org/docs/apisix/architecture-design/apisix/
https://apisix.apache.org/docs/apisix/plugins/key-auth/
https://apisix.apache.org/docs/apisix/plugins/datadog/
https://apisix.apache.org/docs/apisix/plugins/datadog/
https://apisix.apache.org/docs/apisix/deployment-modes/#standalone
http://api7.ai


Kong

Written in Lua (OpenResty)

License Apache 2.0

Deployment model VM, bare metal, Kubernetes-native

Storage options DB-less, Konnect, traditional (db), Hybrid

Configuration options
Files (via decK), Kubernetes CRDs, Admin 
API

Plugin system Lua, Go, Python, JavaScript

Authentication JWT, OAuth2, LDAP, API Keys

Observability
Prometheus, OpenTelemetry, Datadog, 
Zipkin

Hot reload Yes

Commercial support Yes (Kong Enterprise and Kong Connect)

https://docs.konghq.com/gateway/latest/install/
https://docs.konghq.com/gateway/3.4.x/production/deployment-topologies/
https://docs.konghq.com/gateway/latest/production/deployment-topologies/#konnect
https://docs.konghq.com/gateway/latest/plugin-development/
https://docs.konghq.com/gateway/latest/plugin-development/pluginserver/go/
https://docs.konghq.com/hub/?support=kong-inc&tier=free&category=authentication
https://docs.konghq.com/hub/?support=kong-inc&tier=free&category=analytics-monitoring
https://docs.konghq.com/hub/?support=kong-inc&tier=free&category=analytics-monitoring


Tyk

Written in Go

License MPL

Deployment model
Standalone, Docker, Kubernetes, Hybrid 
Cloud

Storage options
Redis (for GW), MongoDB/Postgres (for 
dashboard)

Configuration options JSON, Admin API

Plugin system Go, JavaScript, Python, Lua, WASM

Authentication JWT, OAuth2, mTLS, Auth tokens

Observability Prometheus, OpenTelemetry, Datadog

Hot reload Yes

Commercial support Yes (Tyk Enterprise)

https://tyk.io/docs/tyk-open-source/
https://tyk.io/docs/tyk-open-source/
https://tyk.io/docs/api-management/plugins/overview/#supported-languages
https://tyk.io/docs/api-management/client-authentication/#what-does-tyk-support
https://tyk.io/docs/api-management/logs-metrics/#datadog
https://tyk.io/docs/api-management/troubleshooting-debugging/#hot-restart-a-tyk-gateway-process


KrakenD

Written in Go

License Apache 2.0

Deployment model Docker, Kubernetes, bare-metal

Storage options Stateless, no DB required

Configuration options Files

Plugin system Go

Authentication JWT, OAuth2, Keycloak, mTLS, Auth0

Observability
Prometheus, OpenTelemetry, Datadog, 
and many others

Hot reload Not recommended in prod

Commercial support Yes (Enterprise)

https://www.krakend.io/docs/overview/installing/
https://www.krakend.io/docs/configuration/
https://www.krakend.io/docs/extending/writing-plugins/
https://www.krakend.io/docs/authorization/
https://www.krakend.io/docs/telemetry/
https://www.krakend.io/docs/telemetry/
https://www.krakend.io/docs/developer/hot-reload/
https://www.krakend.io/enterprise/


Gloo Edge

Written in Go (Envoy-based)

License Apache 2.0

Deployment model
Docker (for development), Consul, 
Kubernetes-native

Storage options Files, Consul

Configuration options Files, Kubernetes CRD

Plugin system Go

Authentication JWT, OAuth2, LDAP

Observability Prometheus, Grafana, Datadog

Hot reload Yes

Commercial support Yes (solo.io)

https://docs.solo.io/gloo-edge/main/installation/preparation/
https://docs.solo.io/gloo-edge/main/installation/preparation/
https://docs.solo.io/gloo-edge/latest/installation/advanced_configuration/consul_kv/
https://docs.solo.io/gloo-edge/main/installation/gateway/development/docker-compose-file/#examining-the-upstream-and-virtual-service
https://docs.solo.io/gloo-edge/main/guides/dev/
https://docs.solo.io/gloo-edge/main/introduction/security/#external-authentication-types
https://docs.solo.io/gloo-edge/main/introduction/observability/
https://docs.solo.io/gloo-edge/main/guides/integrations/datadog/
http://solo.io


Comparative Analysis



Performance
API Gateway Concurrency model Plugin execution Links

APISIX Multi-threaded (Nginx + LuaJIT) LuaJIT (Fast, Native Nginx) Benchmarks, APISIX vs Kong

KrakenD Multi-threaded (Go, Goroutines) Go (Lightweight, Fast) KrakenD vs Kong vs Tyk

Tyk Multi-threaded (Go) Go-based Plugins Benchmarks, Tyk vs Kong 

Gloo Edge Envoy-based (Go) Go-based Plugins Benchmarks

Kong Single-threaded (Lua + OpenResty) Lua (Slower than APISIX) Benchmarks

https://docs.api7.ai/apisix/production/performance/performance-testing
https://api7.ai/blog/apisix-kong-3-0-performance-comparison
https://www.krakend.io/docs/benchmarks/api-gateway-benchmark/
https://tyk.io/performance-benchmarks/
https://tyk.io/performance-benchmarks/#tyk-vs-kong
https://www.solo.io/blog/fast-and-furious-gateway-api-at-scale-with-envoy-proxy-and-gloo-gateway
https://docs.konghq.com/gateway/latest/production/performance/performance-testing/


Websocket support

APISIX Yes

Kong Yes

Tyk Yes

KrakenD Yes (but only in Enterprise version)

Gloo Edge Yes

https://docs.api7.ai/apisix/how-to-guide/traffic-management/proxy-websocket
https://legacy-gateway--kongdocs.netlify.app/gateway-oss/2.2.x/proxy/#proxy-websocket-traffic
https://tyk.io/docs/api-management/non-http-protocols/#websockets
https://www.krakend.io/docs/enterprise/websockets/
https://docs.solo.io/gloo-edge/main/guides/traffic_management/listener_configuration/websockets/


gRPC support

APISIX Yes

Kong Yes

Tyk Yes

KrakenD No

Gloo Edge Yes



License

APISIX Apache 2.0

Kong Apache 2.0

Tyk MPL

KrakenD Apache 2.0

Gloo Edge Apache 2.0



Customers

APISIX NASA, Vivo, Oppo, XPeng, Tencent, Airwallex, Lotus

Kong PayPal, Nasdaq, Verifone, Volvo, Wayfair, AppDynamics

Tyk NatWest, Bell, Soundcloud, T Mobile, Global Blue

KrakenD America’s Navi, Oracle, Universal, Letgo, AMC Networks

Gloo Edge Tomtom, Domino’s, Xero, FitchRating, Grainger



Future trends



➔ AI plugins simplifying access to LLM providers

➔ Kubernetes Gateway API replacing ingress

➔ GraphQL and gRPC-native support

➔ API Monetization & Marketplaces

Future trends



Questions?

Linkedin: @rastiehaiev

https://www.linkedin.com/in/rastiehaiev/
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