Navigating Site Reliability
Engineering/Incident Management
Overview

Overview and Hacks




* Incident management is the process of
identifying, managing, and resolving IT
service disruptions to restore normal
operations as quickly as possible.

* Key Objectives:
* Minimize the impact of incidents on

I nC|dent business operations.
* Ensure incidents are resolved within
M dan age me nt the agreed Service Level Agreements
(SLASs).

* Importance: A structured incident
management process ensures efficient
handling of issues, reducing downtime and
maintaining service quality.




Problem Management

* Focuses on identifying and resolving the root causes of incidents to
prevent recurrence.

* Key Activities:
* Root Cause Analysis (RCA): Investigate underlying issues.
* Implementing permanent fixes or workarounds.

e Relationship with Incident Management:
* Problem management uses incident data to identify patterns and trends.
* Ensures long-term stability by addressing systemic issues.

* Example:

* Repeated server outages traced to a misconfigured application are
permanently fixed through problem management.



Change Management

The process of planning, approving, and implementing changes to IT
systems while minimizing risks.

Integration with Incident and Problem Management:
* Changes often arise from problem management solutions (e.g., software updates).
* Ensures that fixes are deployed safely without introducing new issues.
Key Principles:
* Risk assessment before implementing changes.
* Testing and phased deployment to reduce disruptions.

Example:

* A phased Lépgrade of a database system to address recurring performance issues
identified during problem management.



Summary

* Interconnected Processes:
. Inc:odlent, Problem, and Change Management work together to ensure IT
stability.

* Best Practices for Effective Incident Management:
e Standardize incident logging, categorization, and prioritization processes.
e Use automation for communication and escalation to meet SLAs.

. Regglarly review SLAs and priority matrices for alignment with business
needs.

* Final Thought: A well-integrated approach to incident, problem, and
change management enhances operational efficiency, reduces
downtime, and ensures business continuity.



Having fun over Incident bridges..

* Understanding the impact.
* Dealing with empathy.

* Maintaining boundaries.



Interview hacks - SRE/IM

* Ask questions.
* Know your ‘audience’.

* Work on your skillset the smart way.

* Be confident.



SEVALR
Email;
Linkedin:

| look forward to hearing your thoughts or answering any questions you may have about these vital
processes. ©



mailto:shaalmali.rc@gmail.com
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