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When you look at the
workloads your team is building, 
can you answer the question:

“Are you Well-Architected?”
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QuestionsDesign principlesPillars & Lenses Best Practices

What is the AWS Well-Architected Framework?

https://aws.amazon.com/architecture/well-architected 

https://aws.amazon.com/architecture/well-architected


© 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved. Amazon Confidential and Trademark. 4

Pillars of the AWS Well-Architected Framework

Cost 

Optimization
ReliabilitySecurity

Operational 

Excellence

Performance 

Efficiency
Sustainability

Pillars & Lenses Design principles Questions Best Practices
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What is available?

Resources
Summaries

 Concepts

Framework

Pillars

Lenses

Tool Data

Content

Review outcomes

Workload metadata

Whitepapers / Docs
Training

Workloads
Dashboard

Reports

Partners resources

Review (WAFR)

Improvement plans
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Time & resource 
utilization

Manual reviews are time 
consuming and resource 
intensive

Consistency

Inconsistent application of 
Well-Architected principles 
across different teams

Playing catch-up

Difficulty in keeping pace 
with the latest best practices

Review volume and 
cycles

Scaling architecture reviews

Challenges in scaling reviews 
for large or numerous 
architectures
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WAFR Acceleration Using Generative AI
Accelerate AWS Well-Architected Framework Review (WAFR) velocity and enterprise adoption 

by leveraging the power of Generative AI (GenAI) and provide organizations with automated 

comprehensive analysis and recommendations for optimizing their AWS architectures.
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AWS Well-Architected 
Assessment

WAFR acceleration approach

Generative AI
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Continuous Improvement

Benefits

Rapid Analysis - Time Efficiency

Consistency

Cost Savings
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Prompt
Generated 

artifact

Input Output

GenAI Prompt engineering

Similar to the decision 
process of human beings by 
learning from analogy

Tweak the input or "prompt", 
get desired output or 
”completion”.

Slight changes to the prompt 
can have significant impact

Effectiveness also depends 
on how the model was 
trained.
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Zero shot prompts

• Direct request with sufficient context

Prompt

Generated artifact

Input

Output

12

One shot or few shot prompts

• Provide one or more examples  with a 
request

Task description                   
Example Input 1

Example Input 2

Prompt

Generated artifact

Input

Output

GenAI - Prompt engineering types

Role or Chain of Thought prompts

• Provide the model with a role or persona for the task

• Provide a chain of steps for the model to follow

Generated artifact

Input

Output

Input

Role description

Prompt

Chain of steps

Prompt
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Prompting limitations

Prompting limitations:

• Tweaking the input or "prompt“ to get desired output or ”completion” 

• Poor memory

• Limited context

• Accessing external knowledge sources to complete tasks.

=> Retrieval Augmented Generation (RAG) method 
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Retrieval

Adding the retrieved 
relevant context to the user 
prompt, which goes as an 
input to the foundation 
model

Augmentation Generation

Response from the 
foundation model based on 
the augmented prompt.

Fetches the relevant 
content from the external 
knowledge base or data 
sources based on a user 
query

Retrieval Augmented Generation?
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Text Generation 
Workflow

Large Language 
Model

Prompt 
augmentation

Response

Embeddings model Data sourceVector store

Embeddings 
model

Embedding

User

User Input

Context

-0.020.89 -0.38-0.53 0.95 0.17

Semantic 
search

Document chunks

RAG flow

Data Ingestion 
Workflow
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Amazon Bedrock
+

Knowledge Bases for 
Amazon Bedrock

+
LLM

AWS Well-Architected 
Assessment Report

WAFR acceleration approach

*LLM – Large Language Model
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WAFR Accelerator

Use workload 
documentation

Ability to upload workload 
technical documentation like 
Solution Architecture 
Document, Technical Design, 
Infrastructure Design etc. 

Mainstream File 
format

Ability to upload PDF 
documents

AWS WAFR 
knowledge data sets

Drive Amazon Bedrock 
knowledge bases from 
formal Well Architected 
documentation and best 
practices

Customer 
knowledge data sets 
(roadmap)

WAFR Accelerator is a one-click comprehensive sample designed to facilitate 

and expedite the AWS Well-Architected Framework Review (WAFR) process. 

Organization’s enterprise and 
solution architecture standards. 
Design templates and developer 
standards
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All resources are created using AWS Cloud Development Kit (CDK), including:

• Amazon Bedrock with Anthropic Claude Large Language Models (LLMs)

• Amazon Opensearch (serverless) used as Amazon Bedrock RAG Knowledge base

• Amazon DynamoDB table which is our core database to store information about 

review runs

• Amazon Simple Queue Service (SQS) queue

• EC2 instance for hosting Streamlit front end application

• Amazon S3 buckets

• AWS Lambda and Step functions for managing WAFR analysis runs

• Amazon Cognito for user management

• Amazon CloudFront distribution with Application Load Balancer (ALB) and initial 

AWS Web Application Firewall (WAF) rule

One-click deployment
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Demo
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Demo – AnyCompany Solution Architecture
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Demo - Accelerated WAFR Review



© 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved. Amazon Confidential and Trademark. 25

WAFR Accelerator Architecture
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WAFR Accelerator - Architecture



© 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved. Amazon Confidential and Trademark. 2727

WAFR Accelerator - Architecture

1
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WAFR Accelerator - Architecture

2
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3

WAFR Accelerator - Architecture
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4

WAFR Accelerator - Architecture
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5

WAFR Accelerator - Architecture
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WAFR Accelerator - Architecture
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Query: SEC01 -
How do you 

securely operate 
your workload? 

Quick – find all 
relevant data 

around 
operating your 

workloads 
securely in our 

knowledge-base

Okay now rank 
them based on 

relevance

Now add this 
data to context 

and ask the 
query

Give this to the 
LLM

Retrieve and invoke working
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WAFR Accelerator - Architecture

7
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WAFR Accelerator - Architecture

8
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WAFR Accelerator - Architecture

9
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WAFR Accelerator - Architecture

10
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WAFR Accelerator - Architecture

11
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WAFR Accelerator - Architecture
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AWS Blog: AWS Sample:

Git Hub: https://github.com/aws-samples/sample-
well-architected-acceleration-with-generative-ai 

URL: https://aws.amazon.com/blogs/machine-
learning/accelerate-aws-well-architected-reviews-with-
generative-ai/ 

Resources

https://github.com/aws-samples/sample-well-architected-acceleration-with-generative-ai
https://github.com/aws-samples/sample-well-architected-acceleration-with-generative-ai
https://github.com/aws-samples/sample-well-architected-acceleration-with-generative-ai
https://aws.amazon.com/blogs/machine-learning/accelerate-aws-well-architected-reviews-with-generative-ai/
https://aws.amazon.com/blogs/machine-learning/accelerate-aws-well-architected-reviews-with-generative-ai/
https://aws.amazon.com/blogs/machine-learning/accelerate-aws-well-architected-reviews-with-generative-ai/
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Scaling opportunitiesAWS Well-Architected 
Framework

Generative AI WAFR Accelerator

Recap
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Thank you!
Shoeb Bustani
Senior Solutions Architect
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