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Why Network Telemetry ?

: Anomaly

Threat

detection



Need for a Platform

A PLATFORM ISN'T JUST A COST SAVINGS CONSISTENCY AND
SOLUTION; IT'S AN ENABLER STANDARDIZATION
FOR ENDLESS SOLUTIONS



Components in a Network Telemetry Platform

* Collecting data

* Agents running on VMs
« TCPDUMP, WINDUMP

e Enrichment
* Metadata

e Standardization
e Schemas
* Versioning



Telemetry Platform Architecture

TCPDump for Linux

WinDump for Windows

Vs

Bg Agent
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Schema

Enriched Data

"vmid™: 1234

"sourcelp™: 163.112.0.0
"sourcePort”: 443
"destinationlp": 163.112.0.1
"destinationPort™: 443

Network Security
Baselines

Alerting Service




Improving Network Security

* |Implement Baselines.

* Example of a baseline:
 Database must be accessed using Organization lps only.
* Communication to VMs must happen on specific ports.

* High risk ports like 22 where SSH Brute force attack can happen are blocked.



Improving Network Security

Baseline

—» Conformant Traffic

{

Telemetry Data Store

"source": "162.1.1.2"
"destination": "165.2.1.1"

}

Traffic Analyzer

Non Conformant Traffic—» Raise an alert




Using Tags for Efficiency

VM (IP: 162.122.1.2)

{

IP Address Range

Tag: VM

—— > Tag: DataStore
162.124.2.3 - 162.124.2.30
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Extensions to the Platform

* Security Recommendations

e Trends in Network Patterns



Conclusion
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