
Delving Deep into the 
Intersection of AI and IoT
Susie  Su 
Global Software Operations Architect
@Signify (Philips Lighting)



Open Source

*



1
AIOT (AI of Things)
What does AIoT mean?



AIoT = AI + IoT

Automated Vehicles
Tesla, Waymo, Mobileye, Cruise 

and Baidu

Smart City
Lighting, Video Surveillance, 

Monitoring traffic and smart buildings

Manufacturing
Deep Learning and deep 

neural networks.



Real-life AIoT use case 

Natural Language Processing (NLP)1



Real-life AIoT use case 

Expert Systems2



Real-life AIoT use case 

Machine Vision3



Real-life AIoT use case 

Planning4

Self-driving Car



Real-life AIoT use case 

Robotics5

Boston Dynamics' Spot robot(
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AIoT Security
How can we enhance security 
in AIoT?



Cybersecurity

o Network Security

o Cloud Security 

o Endpoint Security

o Application Security

o IoT Security

Ø 5G Networks

Ø IoV (Internet of 

Vehicles)

Ø IIoT (Industrial IoT)

…



IoT Security

AIoT Security

o 5G Networks

o IoV (Internet of Vehicles)

o IIoT

      - ICS (Industrial Control System)



AI Security
Ø Data Security

Ø Privacy Preservation

Ø Information Security

Ø Explainability and Transparency

Ø IoT Security

Ø Human-AI Interaction Security

Ø Model Security

Ø Bias and Fairness Security

Ø Lifecycle Security

Ø Regulatory Compliance

Ø Hybrid AI-human security



Summary

Ø AIoT Definition and Applications in Reality.

Ø InfoSec and IoT Security in AI and AI Security Definition



Thank YOU !


