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15.14 billion connected IoT devices worldwide (2023). Source

29.42 billion IoT devices will get added by 2030. Source

Some Stats

Consumer
67.5%

Industrial
17.2%

Infrastructure
11.9%

Healthcare
3.3%

Firmware blues: 77% Increase in injecting malicious firmware updates (2022).

DDoS Attacks: 60% Surge in DDoS targeting OTA Updates (2022). Source 

Servers under siege: Increase in MIT (Man in the Middle) attacks on IOT Devices. (2022)

https://www.statista.com/statistics/1183457/iot-connected-devices-worldwide/#:~:text=The%20number%20of%20Internet%20of,around%208%20billion%20consumer%20devices.
https://www.statista.com/statistics/1183457/iot-connected-devices-worldwide/#:~:text=The%20number%20of%20Internet%20of,around%208%20billion%20consumer%20devices.
https://www.akamai.com/our-thinking/the-state-of-the-internet


Importance of IoT security.

Problem



How OTA Works



STEP 1



STEP 2
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Challenges in OTA Firmware Updates

Man In The Middle Attack



DDoS Attack



Centralised server got Compromised



Update Push Update Pull
Server

Send Diagnostic Info

The Need for Blockchain

Vendor Organization IOT Device



Update Push Update Pull
Blockchain

Send Diagnostic Info

The Need for Blockchain

Vendor Organization IOT Device



What is Blockchain



What is Blockchain





IMMUTABLE LEDGER      SMART CONTRACT
ENFORCEMENT

DECENTRALIZED
SECURITY

The immutability of blockchain
ensures that once firmware
update transactions are recorded,
they remain unalterable, bolstering
trust in the update process's
integrity.

Smart contracts enforce update
rules, including time constraints
and cryptographic verification,
mitigating the risk of unauthorized
updates or attacks.

Distributed ledger nodes enhance
system resilience; even if one is
compromised, blockchain
consensus safeguards the overall
update process integrity.

Why Blockchain



Implementation



Ethereum Hyperledger Fabric Polkadot Substrate

Choosing A Blockchain
Implementation 





PUSH()
Request Type:                                                     POST
Parameters:   transaction attributes as JSON object
Response:                                             transaction ID

VERIFY()

Request Type:                                                      POST
Parameters:          transaction ID, firmware SHA1 hash
Response:                                      verification results

QUERY()

Request Type:                                                        GET
Parameters:                                           transaction ID 
Response:                                        verification status

Restful API’s
for Smart
Contract



Resilience Against Attacks



Denial-of-service Attack



Man In The Middle Attack



Sources:
Securing Over-The-Air IoT Firmware Updates using Blockchain

A Highly Secure IoT Firmware Update Mechanism Using Blockchain

Security considerations for OTA software updates for IoT gateway devices

Unsecured AWS S3 Bucket Found Leaking Data of Over 30K Cannabis Dispensary
Customers

A Blockchain-Based Framework for Data Sharing With Fine-Grained Access Control
in Decentralized Storage Systems

https://www.researchgate.net/publication/332278969_Securing_Over-The-Air_IoT_Firmware_Updates_using_Blockchain
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC8781858/
https://stackoverflow.blog/2020/12/14/security-considerations-for-ota-software-updates-for-iot-gateway-devices/
https://www.trendmicro.com/vinfo/us/security/news/virtualization-and-cloud/unsecured-aws-s3-bucket-found-leaking-data-of-over-30k-cannabis-dispensary-customers
https://www.trendmicro.com/vinfo/us/security/news/virtualization-and-cloud/unsecured-aws-s3-bucket-found-leaking-data-of-over-30k-cannabis-dispensary-customers
https://www.researchgate.net/publication/326075893_A_Blockchain-Based_Framework_for_Data_Sharing_With_Fine-Grained_Access_Control_in_Decentralized_Storage_Systems
https://www.researchgate.net/publication/326075893_A_Blockchain-Based_Framework_for_Data_Sharing_With_Fine-Grained_Access_Control_in_Decentralized_Storage_Systems


Send it to me! I hope you learned something new.

Do you have
any questions?


