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Billing alarms



Everyone should use billing alarms.



They are not perfect. But they can still save your a$$.



i Luc van Donkersgoed
@donkersgood

How a single-line bug cost us $2000 in AWS spend...
We recently refactored a Lambda Function. We extensively tested its
functionality and released it into production. And everything still worked

as expected. But then the billing alarm went off..

(repost with sanitized images)

EBEAlerting APP 18:50

CloudWatch Alarm | ALARM:
"orod EBE_BE_ALM _ 1007 BILLING _ALARM" in EU
(Ireland) =

Account ID: 4

Description:
AWS EstimatedCharges (for the current month) exceeds the limit
we have set for the EBE Backend account.

- Environment=prod



Luc van Donkersgoed @donkersgood - Mar 13, 2023

The old version cached the credentials outside the event handler, and only
retrieved them on cold starts or 401/403 errors. The new version retrieved
them on every invocation. Result: 176 million calls to

How a single-line bug cost us $2000 in AWS spend... SecretsManager:GetSecretValue

i Luc van Donkersgoed
@donkersgood

We recently refactored a Lambda Function. We extensively tested its
functionality and released it into production. And everything still worked
as expected. But then the billing alarm went off.. ‘

(repost with sanitized images) A

EBEAlerting APP 18:50 i

CloudWatch Alarm | ALARM:
"orod EBE_BE_ALM _ 1007 BILLING ALARM" in EU

(Ireland) =

Account ID: 4

Description:
AWS EstimatedCharges (for the current month) exceeds the limit
we have set for the EBE Backend account.

- Environment=prod
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Luc van Donkersgoed
@donkersgood

How a single-line bug cost us $2000 in AWS spend...
We recently refactored a Lambda Function. We extensively tested its
functionality and released it into production. And everything still worked

as expected. But then the billing alarm went off..

(repost with sanitized images)

EBEAlerting APP 18:50

CloudWatch Alarm | ALARM:
"orod EBE_BE_ALM _ 1007 BILLING ALARM" in EU

(Ireland) =

Account ID: 4

Description:
AWS EstimatedCharges (for the current month) exceeds the limit
we have set for the EBE Backend account.

- Environment=prod

Luc van Donkersgoed @donkersgood - Mar 13, 2023

The old version cached the credentials outside the event handler, and only
retrieved them on cold starts or 401/403 errors. The new version retrieved
them on every invocation. Result: 176 million calls to
SecretsManager:GetSecretValue 3

Luc van Donkersgoed @donkersgood - Mar 13, 2023

So what have we learned:

1. Monitor AWS spend anomalies after deployments

2. Write unit tests for Lambda cache behavior

3. Don't discard symptoms like Lambda timeouts as random behavior
4. Billing alerts work!

/fin



Keeping logging cost
under control



CloudWatch often costs much more than your actual application.



As cost goes up, value goes down.



How to keep CloudWatch Logs cost under control

1. Do structured logging.



How to keep CloudWatch Logs cost under control

1. Do structured logging.

DEBUG Detalled events for debugging application.

INFO General information that highlights progress of application.
WARN Potential problems, but doesn’t stop application from working.
ERROR Issues that require iImmediate attention.



How to keep CloudWatch Logs cost under control

1. Do structured logging. Log at INFO or above in production.

INFO General information that highlights progress of application.
WARN Potential problems, but doesn’t stop application from working.
ERROR Issues that require iImmediate attention.



How to keep CloudWatch Logs cost under control

1. Do structured logging. Log at INFO or above in production.

2. Sample DEBUG logs in production. e.g. 5% of invocations.



How to keep CloudWatch Logs cost under control

1. Do structured logging. Log at INFO or above in production.
2. Sample DEBUG logs in production. e.g. 5% of invocations.

3. Set log retention to 30 days.



Manage Logs Price

Collect (Data Ingestion)

Standgard $0.50 per GB

I ient Access $0.25 per GB
Analyze (Logs Insights queries) $0.005 per GB of data scanned
Detect and Mask (Data Protection) $0.12 per GB of data scanned

Analyze (Live Tail) $0.01 per minute
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Manage Logs Price

Collect (Data Ingestion)

Standard $0.50 per GB
Infrequent Access $0.25 per GB
Store (Archival) $0.03 per GB
Analyze (Logs Insights queries) $0.005 per GB of data scanned
Detect and Mask (Data Protection) $0.12 per GB of data scanned

Analyze (Live Tail) $0.01 per minute
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Lambda Extensions + Telemetry API



7% @ Runtime API |§% ﬁ@ Runtime + Function @

Extensions APl | (|- HHO

S———— -

Extension

D

Lambda Service

v—rl—@ Telemetry API [}P I‘Eﬂ (\@

AI5I Endpoi?\ts .Processes

Execution Environment

https://docs.aws.amazon.com/lambda/latest/dg/telemetry-api.html




"Version": "2012-10-17",
"Statement": |
{
"Effect": "Deny",
"Action": [
"logs:CreatelLogGroup”,
"logs:CreateLogStream”,
"logs:PutLogEvents”
1,
"Resource'": [
"arn:aws: Logs:ikixix"



"Version": "2012-10-17",
"Statement": |

| &>
"Effect": "Deny", & Q

"Action": |

"logs:CreateLogGroup",
"logs: CreateLogSt ream" AWS Lambda CloudWatch Logs

"logs:PutLogEvents”
I,

"Resource": |

"arn:aws: Logs:ikixix"



Lumigo Launches Log Management,
Reducing Issue Resolution Time While
Slashing Costs Up to 60%

Lumigo has announced the addition of full log management capabilities into its

microservices observability and troubleshooting platform, promising customers

enormous savings while enabling automatic correlation between log data and

distributed traces.

By unifying logs, metrics, and traces into a single interface, Lumigo empowers

developers and DevOps teams with comprehensive context for analyzing and

resolving issues swiftly. It reduces the time spent on root cause analysis by 80% while
dramatically cutting costs. With Lumigo, troubleshooting becomes fast, efficient, and
cost-effective, delivering unparalleled visibility across the entire stack. Users can

seamlessly search and analyze logs and click directly into the corresponding traces,

accelerating resolution times while enjoying significant cost savings.

https://lumigo.io/blog/lumigo-launches-log-management



Remember system messages



2024-09-16T21:10:00.5997 START Requestld: e9ae7720—993d—4a7b—ﬂl§f0c150602b9e Version: $LATEST

START RequestId: e9ae772a-993d-4a7b-942c-40c150602b9%e Version: $LATEST

2024-09-16T21:10:00.6027 END RequestId: e?a—%?)d—4a7b—942c—4®c1506®2b9e

END Requestld: e9ae772a-993d-4a7b-942c-40c150602b%e

2024-09-16T21:10:00.6027 ‘ REPORT Requestld: e9ae772a-993d-4a7b-942c-40c150602b%e Duration: 2.73 ms Bil

REPORT Requestld: e9ae772a-993d-4a7b-942c-40c150602b9%9e Duration: 2.73 ms Billed Duration: 3 ms Memory Si
Memory Used: 158 MB



fathom

i analytics/

@JackEllis

| can't believe we were paying $1,000/month for this BS.

Log events o " v
t v Startt ’
You can use the fiter bar Delow 10 search for and match terma, pheases, of values In your log events. Leam moce about Slter patterns (4 O'» x mn riren . weddntsi v
& Clear m 30m h 12h Custom B | Local mesore v Display ¥ ®
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> 200401 15T10.106:04 S82- N REFORT Reguestid: ¢97DALC)-BSE-S041 2091 - 190017001108 Daration: 1297 .97 o3 Stlled Duronion: 2330 ms Mesory Si2e: S12 W8 Sux Mesory Used: 126 M8 Imit Durgtion: 113180 m
> SO2AD1ISTIA D6 570 START Seguestld: 13ecobrl-Stec-Sale-SePe-0847c680eb5¢ Version: 121

g JREALISTIA 06 M &I D Reguestid: 13eCefich-Stec-S5ade -Befe - bid7 cilDebSc

> ANAALISTIO M e RIPORT Reguentid: 1cofcl -S4ec 5050 2a% - bEET b Duration: 40 .37 s Billed Duration: 41 s Mooy Si2e: SLT MB W Merory Daed; IR W

" JINADLASTIA 0L M LA e START Beguantld: Ch1eo - ol 5000 - lS- 07757 l0) Yerston: 12)

> JINADLI-ISTIA 0L S A - e N0 Reguestlid: clla00 ol -5550 - badS DITST el 0]

> JNAQLASTIA 0005 eo-a- REPORT Neguestid: o511efo w84 5550 8alS 0TS 5R2808 ODuration: 451 .64 ms Silled Duration: 452 s Mesory Siee: S52 M8 Mo Mesory Used. 129 W

’ 2024-Q1-1ST14. 0605 Al - STARY Requestla: 38277208 -408e-S3206-ad71-2CTTa27I00 Version: 121

> JNE-RL-ISTIA 65 - END Reguestid: MW2772e8-40Re-5926-0871-2cf70%27508

» JRAD1AISTIC DL 5 - REPORT Regeesticd: MI772e8 -Gl -FOM-0d 71 - 2¢17%2700 Duration: 121.91 ms 0illed Duration: 127 ma Memory Size: S12 M8 Mox Memory Used: 129 W

" P ML PR SAAR R R WAL W START Beguetle: E70deded Moo - SN -Med baofdedalalbe Version: 121

» ANAI-INTIV s T e e D Regueat Id: 4718080l - T (e 5800 Mt el dodaialw

» INAAL- ST LS M e REFORT Neguestid: @lldedel Mo 5080 Nt -Dofdedolaolbe Doration: ZX1.77 ma Milled Durotion J2Z = Memory Steel 502 M0 Mas Nemory Used: 130 W

» JRAAI- T LS. M START Bequestld: MTec ™S -0t -9 01001 Tor90ededol Version: L2



AWS Compute Blog

Introducing advanced logging controls for AWS Lambda functions
by David Boyne | on 16 NOV 2023 | in Amazon CloudWatch, AWS Lambda, Serverless | Permalink | # Share

This post is written by Nati Goldberg, Senior Solutions Architect and Shridhar Pandey, Senior Product Manager, AWS
Lambda

Today, AWS is launching advanced logging controls for AWS Lambda, giving developers and operators greater control

over how function logs are captured, processed, and consumed.

This launch introduces three new capabilities to provide a simplified and enhanced default logging experience on
Lambda.

First, you can capture Lambda function logs in JSON structured format without having to use your own logging libraries.
JSON structured logs make it easier to search, filter, and analyze large volumes of log entries.

Second, you can control the log level granularity of Lambda function logs without making any code changes, enabling
more effective debugging and troubleshooting.

Third, you can also set which Amazon CloudWatch log group Lambda sends logs to, making it easier to aggregate and

manage logs at scale.



AWS::Lambda::Function LoggingConfig

RSS

Filter View | All

The function's Amazon CloudWatch Logs configuration settings.

Syntax

To declare this entity in your AWS CloudFormation template, use the following syntax:

JSON

"ApplicationLoglLevel” : String,
"LogFormat"” : String,
"LogGroup” : String,
"SystemLoglLevel" : String




LogFormat

The format in which Lambda sends your function's application and system logs to CloudWatch.
Select between plain text and structured JSON.

Required: No
Type: String
Allowed values: Text | JSON

Update requires: No interruption



SystemlLoglLevel

Set this property to filter the system logs for your function that Lambda sends to CloudWatch.
Lambda only sends system logs at the selected level of detail and lower, where DEBUG is the
highest level and WARN is the lowest.

Required: No
Type: String
Allowed values: DEBUG | INFO | WARN

Update requires: No interruption



DEBUG INFO WARN

platform.initStart
platform.initRuntimeDone | X
platform.initReport

platform.start

platform.runtimeDone

platform.report

unhandled exception



WARN

platform.initStart
platform.initRuntimeDone
platform.initReport
platform.start

platform.runtimeDone

platform.report

unhandled exception



“definitive guide for learning CloudWatch”
- Me

Do You Really Need This Expensive
Third-Party Provider?

Sandro Volpicella Tobias Schmidt
cloudwatchbook.com



Right-sizing
Lambda memory




More memory = more CPU = more network bandwidth



Memory (MB)
128
512
1024
1536
2048
3072
4096
5120
6144
7168
8192
9216

10240

Price per Tms

$0.0000000021
$0.0000000083
$0.0000000167
$0.0000000250
$0.0000000333
$0.0000000500
$0.0000000667
$0.0000000833
$0.0000001000
$0.0000001167
$0.0000001333
$0.0000001500

$0.0000001667



Easy to be wrong by an order of magnitude.






We should forget about small efficiencies, say
about 97% of the time.

Premature optimization is the root of all evil.

Yet we should not pass up our opportunities in
that critical 3%.

Donald Knuth



% Dashboard () Last14Days 2 i 09:40pm to 16 X, 09:50pm big-mouth = v

98 oetect Lumego Tag 8= v S2Arch Dy name of regon select Funchon v Sthect Runbime v otlect AWS Tag v select Trace Status v
Dashboard
A Invocations 2 4K Invocations Failures 30 1.26% Failures
Issues ;\ &
g 90 here
o : : sort by descending order
3 M S W T * Nl LR ¥ 13 N S N 3 M S M 7. N B LA 3 N S N
Ao
Transactons
Functions (132) how q\uch memory the Lot updated: lsss than & minsie 800
-9 functions actually use
Live Tl n Name Lumigo .. Invocatl Erroes Throttles Avg. Dur.. Avg. Me.. Cost Last mod... Traced
Q serveriessrepo-lambda-janitor-Clean-...
. | ] @ Not Set 336 0 0 14030 ms 88M8 <$0.01 about 2 years .. »
e us-east-1  nodejs10.x
. | workshop-yancul-dev-get-restaurants
n & Not Set 1.2K 22 0 193 ms 84M8 <$0.01 about 24 hour...
Resources us-east-) nodeys 14 x
_ appsyncmasterclass-backend-dev-s .
= ] & Not Set 336 0 0 345ms 73m8 <$0.01 4 months ago
Systern Map us-east-1 nodeis2x
appsyncmasterclass-backend-dev-s_..
a | | @ Not Set 336 0 0 341 ms 73m8 <$0.01 4 months ago
e us-east-1  nodejs12 x
Setungs 4 | ! . 4 1.
) | | & Not Set 12 6 0 5930 ms 95M8 <$S0.01 1 day ago »
Whats New us-east-1 nodejs1dx
e serverlessrepo-aws-lambda-power-t .
) | ] @ Not Set 2 1 0 6834 ms 77M8 <$0.01 1 day ago »
Vark Mode us-east-1  nodejs1d x
workshop-yancul-dev-get-index
@ Not Set 37 0 0 307 ms 80M8 <$0.0N 4 days ago »
us-east-1 nodesid x
workshop-yancul-dev-notify-restaurant
@ Not Set 23 0 0 142 ms 75M8 <S0.N 4 days ago »
us-east-! nodeysldx
serveriessrepo-aws-lambda-power-t...

@ Not Set 2 1 0 1,106 ms 78M8 <$0.01 1 day ago _»



Right-sizing Lambda functions



Execution Time

AWS Lambda Power Tuning Results

B Execution time (ms) [ Execution Cost (USD) Best Cost
40000 ms 0.00012 $
35000 ms 1536MB
0.0001 $
30000 ms
0.00008 $
25000 ms & -
§ Worst Cost
&
20000 ms 0.00006 $ :6:
. 3008MB
o)
15000 ms @
0.00004 $
10000 ms
0.00002 $
5000 ms
e ®
0 ms 0%
128 512 1024 1536 3008

Lambda power (MB)

Shown results are averages over multiple runs

https://github.com/alexcasalboni/aws-lambda-power-tuning

Best Time

3008MB

Worst Time

128MB



Use ARM architecture



Architecture
x86 Price
First 6 Billion GB-seconds / month
Next 9 Billion GB-seconds / month
Over 15 Billion GB-seconds / month
Arm Price
First 7.5 Billion GB-seconds / month
Next 11.25 Billion GB-seconds / month

Over 18.75 Billion GB-seconds / month

Duration Requests

$0.20 per 1M requests

—_ $0.20 per 1M requests
Yo per 1M requests

$0.0000133334 for every GB-second $0.20 per 1M requests

$0.0000120001 for every GB-second $0.20 per 1M requests

$0.0000106667 for every GB-second $0.20 per 1M requests



Performance may vary...



Best for functions with a lot of IO wait time.



No lambda-to-lambda
Invocations



INnvoke

PDF | RSS

Invokes a Lambda function. You can invoke a function synchronously (and wait for the response), or
asynchronously. By default, Lambda invokes your function synchronously (i.e. the InvocationType is
RequestResponse). To invoke a function asynchronously, set InvocationType to Event. Lambda
passes the ClientContext object to your function for synchronous invocations only.

For synchronous invocation, details about the function response, including errors, are included in the
response body and headers. For either invocation type, you can find more information in the execution
log and trace.

When an error occurs, your function may be invoked multiple times. Retry behavior varies by error type,
client, event source, and invocation type. For example, if you invoke a function asynchronously and it
returns an error, Lambda executes the function up to two more times. For more information, see Error
handling and automatic retries in Lambda.

For asynchronous invocation, Lambda adds events to a queue before sending them to your function. If
your function does not have enough capacity to keep up with the queue, events may be lost.
Occasionally, your function may receive the same event multiple times, even if no error occurs. To retain
events that were not processed, configure your function with a dead-letter queue.



InvocationType

Choose from the following options.

e RequestResponse (default) — Invoke the function synchronously. Keep the connection open
until the function returns a response or times out. The API response includes the function

response and additional data.

e Event - Invoke the function asynchronously. Send events that fail multiple times to the
function's dead-letter queue (if one is configured). The API response only includes a status code.

e DryRun - Validate parameter values and verify that the user or role has permission to invoke
the function.

Valid Values: Event | RequestResponse | DryRun



e RequestResponse (default) — Invoke the function synchronously. Keep the connection open
until the function returns a response or times out. The API response includes the function
response and additional data.



e Event - Invoke the function asynchronously. Send events that fail multiple times to the
function's dead-letter queue (if one is configured). The API response only includes a status code.



SYNCHRONOUS Lambda-to-Lambda are almost always
a sign of bad design.



Invocation Start Invocation End

Function A —I—:—rl_b

Synchronous

Invoke

v

Invocation Start Invocation End

Function B —|—|—>



Invocation Start Invocation End

Function A —I—:—rl_b

1 0

1 n

Synchronous :

Invoke I

1 i

I i

\ / :
Invocation Start Invocation End

Double paying for W
- execution time




Service Boundary




Service Boundary




Service Boundary




AWS Lambda function !== lambda function in programming
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What about async invocations?



HTTP

Secondary

Do the thing the ™
\_ responsibilities /

\_ userwants




Better user experience



More robust error handling



Service Boundary
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Are async Lambda-to-Lambda invocations OK?



It depends...



Every component in your architecture
should serve a purpose and provide a ROI.



Jack Ellis & @JackEllis - Jan 17

Does the Golden Globes have a category for web performance? I'd like to
nominate this chart.

CloudWatch » Metrics

Ingest Performance .2 3h 1d 1w UTC timezone ¥ Actions ¥ Line v

Milliseconds

220

200

180MWN\JWL/\J 2

160

140

120

100

80

60

14:30 15:00 15:30 16:00 16:30 17:00

@ Duration average









Lambda & SQS

Lambda savings: $20,862 per year SQS savings: $23,989 per year

Now, let's get into where we've really cut costs. Up until recently, we were doing Lambda -
> SQS -> Lambda, and this felt pretty good. After all, we wanted resilience, and, when
making this decision initially, our database was in a single AZ, so we had to use SQS in-
between because it was a multi-AZ, infinitely scalable service.

But now we've built our infrastructure where we have our databases in multiple
availability zones, so we just don't need SQS, and it's instantly dropped our Lambda cost.

This is happening because we've cut the Lambda requests in half and introduced the
following changes:

1. There is now only one Lambda request per pageview instead of two

2. The average Lambda duration on the HTTP endpoint has decreased significantly since
we're no longer putting a job into SQS, we're simply hitting Redis and running a
database insert (each of these operations takes 1ms or less typically)

3. We are still using SQS as a fallback (e.g. if our database is offline), but we're not using it

for every request.
4. We are no longer running additional requests to SQS for each pageview/event






Caching is a cheat code for building performant & scalable applications.



Route53 CloudFront APl Gateway Lambda DynamoDB



client-side caching

Route53 CloudFront APl Gateway Lambda DynamoDB



client-side cac:hmg @e/cachmg

Route53 CloudFront APl Gateway Lambda DynamoDB




application-level
@e cach@ @e/cachmg caching
) ()t D\

Route53 CloudFront APl Gateway Lambda DynamoDB




application-level
client-side caching @e/cachmg caching

Route53 CloudFront  API Gateway . Lambda DynamoDB

=

ElastiCache




application-level
client-side caching @e/cachmg caching

Route53 CloudFront  API Gateway . Lambda DynamoDB

K

Momento



Route53 TTL



DNS Queries

The following query prices are prorated; for example, a public hosted zone with 100,000 standard queries per month would be
charged $0.04, and a public hosted zone with 100,000 latency-based routing queries per month would be charged $0.06. Route
53 does not charge for queries on private hosted zones.

. o $0.40 per million queries (first 1 billion queries per month)
Standard Queries . . . .
o $0.20 per million queries (over 1 billion queries per month)

) ] o $0.60 per million queries (first 1 billion queries per month)
Latency-Based Routing Queries . , o ,
o $0.30 per million queries (over 1 billion queries per month)

] o ] o $0.70 per million queries (first 1 billion queries per month)
Geolocation and Geoproximity Queries o . . .
o $0.35 per million queries (over 1 billion queries per month)

. . o $0.80 per million queries (first 1 billion queries per month)
IP-Based Routing Queries* . , . .
o $0.40 per million queries (over 1 billion queries per month)



Use longer TTL for stable domains



Avoid CORS



Enabling CORS for APl Gateway is easy



Enabling CORS for APl Gateway is easy
But you still pay for those CORS requests!



Brett Andrews
@AWSbrett

e

If you're using the authorization header (which you likely are), you MUST
specify that header in "Access-Control-Allow-Headers' if you want
"Access-Control-Max-Age™ to work (see twitter.com/annevk/status/...
for more details)

@ Anne van Kesteren @annevk - Aug 4, 2021

Replying to @da_adler @jaffathecake and @hirano_y aa

No, the preflight response needs Access-Control-Allow-Headers:
Authorization, *. Assuming the request is with credentials set to "same-origin”
or "omit". (When it is "include" a wildcard does not work, but either way you
need to list Authorization as currently defined.)



You might be double paying for every user request to your API...



Solution: roll your own OPTIONS methods



or...



OPTION

example.com example.com/api



Choose the right
service



Every architectural decision is a buying decision.



Using the wrong service can be very costly.



1 msg/s

$1.296

$1.037

$2.592

$10.836

$28.998

Kinesis On-Demand

Estimated cost per month, assuming each message is 1KB in size.



1 msg/s 1,000 msg/s

$1.296 $1296.00
$1.037 $1036.80
$2.592 $2592.00
$10.836 $47.088
$28.998 $226.55

Kinesis On-Demand

Estimated cost per month, assuming each message is 1KB in size.



1 TPS

U‘:’:’U REST $9.072

API Gateway HTTP $2 592
ALB

Assuming 1KB per request



1 TPS 1,000 TPS

[]""’D REST $9.072 $9072
HTTP $2.592 $2592

API Gateway

$21.96 $246.6

ALB

Assuming 1KB per request



Services that charge by uptime are order(s) of
magnitude cheaper at scale.



Services that charge by uptime are order(s) of
magnitude cheaper at scale.

But, you must understand the cost dimensions of individual services.



1 TPS 1,000 TPS

[]‘-"’D REST $9.072 $9072
HTTP $2.592 $2592

API Gateway

ALB
Assuming 1MB ier request



1 TPS 1,000 TPS

[]z,;D REST $9.072 $9072
API Gateway HTTP $2592 $2592
$68.99 $53,837.87 | [E5

ALB

Assuming 1MB per request



FRUGAL
ARCHITECT

Simple laws for building cost-aware, sustainable, and
modern architectures.

www.thefrugalarchitect.com



Law I.

Make Cost a Non-functional

Law lll.

Reqguirement.

Architecting is a Series of
Trade-ofts.

Law V.
Cost Aware Archi

tectures

Implement Cost Controls.

Law VII.
Unchallenged S

UCCESS

| eads to Assurmr

ptions.

Law L.

Systems that Last Align Cost
to Business.

Law IV.

Unobserved Systems Lead
to Unknown Costs.

Law VI.

Cost Optimization is
Incremental.



Law L.

Systems that Last Align Cost
to Business.

Law lll.

Architecting is a Series of
Trade-offs.




API Gateway AppSync |IOT core

Messages $1 per million $2 per million $1 per million

$0.25 per $0.08 per $0.08 per

Connection Time o . o . L .
million mins million mins million mins



Connection Time

Users



Connection Time

Users

Revenue



Connection Time

Users

Engagement
Revenue



Connection Timex

Users

Engagement /
Revenue



umomento Services Build Pricing Resources Blog Docs Company Contact Us EN ~

A serverless event bus
you can take to prod
today

Enable real-time communication throughout your full stack.

Get Started ‘

&

WebSockets are hard. Momento Topics is easy.

With Momento Topics, all the hard parts of WebSockets are abstracted away. There is no API structure to build or connections to manage.
Just subscribe for messages with a single API call. Connect service to service, service to browser, or even browser to browser.

For an example, check out this fully functional chat application built with Topics in Next.js.

www.gomomento.com/services/topics



BEST VALUE

On-Demand Provisioned

Simple pay-as-you-go pricing! Best for moving Procure a cost-effective pool of capacity for
fast with smaller workloads. workloads at any scale.

v Fully-managed platform v Fully-managed platform
v Built-in auth, security, and more! v Built-in auth, security, and more!

Plus: Plus:
v Pay only for what you use v Flexibly reallocate capacity

v Generous free tier I ut to unlimited scale
No Connectj 24/7r(!n call support
cost!

k Tlme starting at
$1.00 $5,000

per million operations 100,000 ops/sec

Enterprise Edition
Build your own plan

Momento offers volume and reservation
discounts.

v Volume discounts

v Custom service limits

v Private connectivity

v SOC 2 Type Il + HIPAA

v 24/7 On-call support with higher SLA
standards




API| Gateway AppSync IOT core Momento

Messages $1 per million  $2 per million  $1 per million | $1 per million

$0.25 per $0.08 per $0.08 per

Connection Time o | o | o .
million mins million mins million mins

Data Transfer EC2 rates EC2 rates EC2 rates




Speaking of picking cost-efficient services...



-

x Jingna Zhang @ cara.app/zemotion
@zemotion

-

So freaking speechless right now. Seen many @vercel functions stories
but first time experiencing such discrepancy vs request logs like, this is
cannot be real??

This is your daily notification that your team- has used
24166% of your monthly included Serverless Function Execution

amount which has added $96i280 to your bill thus far. You'll continue

to be charged $40 per 100 GB Hrs.



p : " “ { " . Y ..
) ¥’ ’ ‘: L] o " o .
’ o L il
| b 4
~ ’ N
’ . V8
-
YOUR S CUSTOMERS i
- — — — — — — ——  — — ]

———— — — e e m——— P e — e —

P Bl ) 128/350 i @ & & O 5] I3

when your serverless computing bill goes parabolic...

Fireship @

3.08M subscribers >R £} Subscribed 5 26K GJ #p Share 1 Download

https:.//www.youtube.com/watch?v=SCIfWhAheVw



-

‘ Jingna Zhang @ cara.app/zemotion
@zemotion

-

So freaking speechless right now. Seen many @vercel functions stories
but first time experiencing such discrepancy vs request logs like, this is
cannot be real??

This is your daily notification that your team- has used
24166% of your monthly included Serverless Function Execution

amount which has added $96,280 to your bill thus far. You'll continue

to be chargeq $40 per 100 GB Hrs.

;_“_/,/ Lambda: $6 per 100 GB Hrs

R K

~/x markup!!!




€ . AJStuyvenberg &
@ ©@astuyve

Vercel just announced that Log Drains, a previously free capability, will
now incur a $2/GB charge.

If that seems negligible, here's a chart showing how this compares with
their regular egress charges:

New Vercel Log Drain Pricing vs AWS Lambda Egress and Vercel Fast Data Transfer Egress
AWS Lambda/EC2 On-Demand Egress First 10TB / Month (us-east-1) [1]

AWS Lambda/EC2 On-Demand Egress Over 150TB / Month (us-east-1) [1]

Vercel Fast Data Transfer Egress (iad1/us-east-1) [2]

Vercel Log Drain Post-5/23/24 [3]

Vercel Log Drain Pre-5/23/24 (3]

$0.00 $0.25 $0.50 $0.75 $1.00 $1.25 $1.50 $1.75 $2.00
Cost/ GB (US$)

[1] Mipsaws amazon,. comiec2/pricing/on-demand/
(2] Mips:/Nvercel comidocs/edge-network/pricing
(3] Mips:/ivercel comidocs/observabditylog-drainsfusage-and-pricing






Simplify your
architecture



Avoid unnecessary moving parts to your architecture.



Synchronous

N N — 7




Synchronous
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_.»Asynchronous.
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_.»Asynchronous.
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Not fan-out, just here to
avoid Lambda-to-Lambda
iInvocations
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Asynchronous




Every component in your architecture
should serve a purpose and provide a ROI.



The most dangerous phrase in the language is
"we ve always done it this way".

- Grace Hopper



Function URLSs






If you’re not using API Gateway features

(e.g. Cognito authoriser, request models, direct integration)



Or, if you’re hitting APl Gateway limits

(e.g. 29s timeout, no response streaming)



Have to write Lambdaliths



Have to write Lambdaliths

(No per-endpoint metrics & alerts, no fine-grained access control, no per-endpoint auth)



Have to write Lambdaliths

(No per-endpoint metrics & alerts, no fine-grained access control, no per-endpoint auth)

(Large frameworks affect cold start performance)



Best for public or internal APIs



Brett Andrews
@AWSbrett

e

Okay it's not a terrible idea! If you bundle JWKS with your Lambda
Function it costs ~4ms to validate first time per container. Once
validated and cached it's ~0.3ms.

This is using aws-jwt-verify. May be able to find something more
performant if you care about 4ms

% David Behroozi € @rooToTheZ - Apr7

Replying to @AWSbrett @heitor lessa and @vinii_jogalO

The keys don't rotate (yet), so you can just package the key with your lambda.
My guess is it's easier to use APIG, but more performant to use Lambda if you

include the key in your lambda.

10:13 AM - Apr 14, 2024 - 1,048 Views



Functionless






No Lambda = no cold starts



No Lambda = no Lambda costs



Q—V—V—VC%

EventBridge Pipes









Use Lambda functions to transform data,
NOT transport data
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Every component in your architecture
should serve a purpose and provide a ROI.



Direct client
access to AWS




D_>_>_>






Cognito User Pool

DynamoDB

Cognito Identity Pool



CoghitoIdentityPoolRole:
Type: AWS::IAM::Role
Properties:
RoleName: FeToDDBDemoAuthenticatedRole
AssumeRolePolicyDocument:

Policies:
- PolicyName: FeToDDBDemoAuthenticatedRolePolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:

- dynamodb:PutItem
- dynamodb:GetItem
- dynamodb:Updateltem
- dynamodb:Deleteltem

- dynamodb:Query
Resource: !GetAtt DynamoDBTable.Arn
Condition:
ForAllValues:StringEquals:
dynamodb:LeadingKeys:
- "S{cognito-identity.amazonaws.com:sub}"



- dynamodb:Updateltem
- dynamodb:Deleteltem
- dynamodb:Query
Resource: !GetAtt DynamoDBTable.Arn
Condition:
ForAllValues:StringEquals:
dynamodb:LeadingKeys:
- "S{cognito-identity.amazonaws.com:sub}"



- dynamodb:Updateltem
- dynamodb:Deleteltem
- dynamodb:Query
Resource: !GetAtt DynamoDBTable.Arn
Condition:
ForA alyes; Hal=dXelVF:
dynamodb:LeadingKeys:
- "S{cognito-identity.amazonaws.com:sub}"

‘ ' |
Only allow access if

hash key matches

cognito sub
\— _J




Not for the feint hearted...



When not to use this:

e Regulatory requirements. Many regulations (e.g. HIPAA) require additional layers of logging, auditing, or
data handling (e.g. encryption) that are impossible to enforce with this approach.

e Complex authorization requirements. If your application requires complex authorization logic that can’t
be easily mapped to |AM roles and policies, then this approach is also not suitable.

e Rate limiting and Throttling. This approach doesn’t provide rate limiting or throttling. Which are often
crucial in preventing abuse or simply protecting your application from denial-of-service attacks.

e Sensitive business logic. With this approach, all of your business logic would need to be implemented in
the frontend application. For many organizations, this business logic is a trade secret and needs to be
closely guarded.

e Global audience. Applications serving a global audience might face variable latencies when accessing
AWS services directly from different regions. A well-configured CDN or intermediary API| can offer more
consistent performance globally.

e Complex transactions. If your application requires orchestrating multiple AWS services in a single request,
managing this complexity on the client side can be challenging and might lead to inefficient code. An

Intermediary layer can abstract away this complexity.



High risk, high reward!



How to Securely let Frontend Apps to Directly Access
AWS services

AWS, DynamoDB, S3, Serverless

In this post, let’s discuss a radical idea - if the API layer is not adding any value besides authentication and calling
the AWS SDK, then why not just remove it and let the frontend talk to your AWS resources directly? It will be the

cheapest way to build a full-stack application, and there are similar precedents in the loT space already.

It's not the way that I'd recommend for most of you. But it's possible to do it safely so that a user can only access

his/her data. All you need is a little bit of IAM policy and a Cognito Identity Pool.

https://theburningmonk.com/2023/12/direct-access-for-frontend-apps-to-aws-services



1. Billing alarms /. Avoid CORS

2. Keeping logging cost under control 8. Choosing the right service
3. Right-size Lambda functions 9. Simplify your architecture
4. No Lambda-to-Lambda calls 10. Function URLs

5. Caching 11. Functionless

6. Routeb53 TTL 12. Direct client access to AWS



Join 20+ AWS Heroes & Community Builders and 1000+ happy
students in levelling up your serverless game.

productionreadyserverless.com



http://productionreadyserverless.com

Questions?



