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Un-Manageable Growth
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Why So Many Clusters!?
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Enforce security standards and best practices 
across clusters to automate deployments

Define boundaries between multiple teams

Provision multiple workloads at scale

Cluster management 

Team management 

Workload management 

Install add-ons and their dependenciesAdd-on management 

Configuration management Automate configuration and upgrade 
lifecycle from a single source of truth

Key challenges
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Kubernetes

Fleet Management With GitOps
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GitOps as the solution
G I T O P S

Build

Test

Scan

Reconcile

Deploy

Observe

Git is the single source of 
truth for the desired state, 

enabling reproducible 
automated deployments, 
cluster management, and 

monitoring.
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GitOps
P R I N C I P L E S

Desired state is expressed 
declaratively

Persisted in an immutable 
& versioned store

Agents continuously 
observe and reconcile

Agents automatically pull 
desired state

Enforces ConsistencyReduces Complexity Enhances Auditability Boosts Security
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Cluster Deployment
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Infrastructure as Code 
with Terraform and CDK

Based on AWS best 
practices and 

recommendations

Integrated with popular 
K8s tools and services

Fully extensible and 
customizable

Amazon EKS Blueprints

An open-source framework that allows you to 
deploy production-ready EKS clusters
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Addons
A W S - L O A D - B A L A N C E R - C O N T R O L L E R

AWS Account

EKS Cluster

Role

Policy
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The Gitops Bridge
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Centralized Cluster Environments
G I T O P S  R E P O S I T O R Y

EKS Cluster - dev EKS Cluster - staging EKS Cluster - prod

AddonsAddonsAddons

Application Sets

Addons Repository
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Multi-Cluster centralized
H U B - S P O K E  T O P O L O G Y

EKS Cluster - dev EKS Cluster - staging EKS Cluster - prod

AddonsAddonsAddons

EKS Cluster - hub
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EKS Cluster - prodEKS Cluster - stagingEKS Cluster - dev

Multi-Cluster centralized
H U B - S P O K E  T O P O L O G Y EKS Cluster - Hub

EKS Cluster - dev EKS Cluster - staging EKS Cluster - prod

AddonsAddonsAddons
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GitOps Bridge: From IaC to GitOps

Internet gatewayVPC NAT

Public subnetPrivate subnet

KMS Role EKS

cluster.yaml

Terraform

AWS Cloud

Kubernetes

GatekeeperExternal DNS Cert Manager

Workers
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GitOps Bridge: From IaC to GitOps

Internet gatewayVPC NAT gateway

Public subnetPrivate subnet

KMS Role EKS Workers

cluster.yaml

Terraform

AWS Cloud

Kubernetes

GatekeeperExternal DNS Cert ManagerMetadata

Karpenter

AWS Cloud

DeploymentsRBACNamespaces
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Kubernetes Native Fleet Management

IGWVPC NAT gatewayPublic subnet

Private subnet

KMS Role EKS Workers

cluster.yaml

Kubernetes

GatekeeperExternal DNS Cert ManagerMetadata

Karpenter

AWS Cloud

DeploymentsRBACNamespacesACK

Crossplane

ACK, Crossplane, 
and CAPI allow for 
all AWS resources 
to be managed by 

Kubernetes.
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Configuration Management
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Amazon EKS 
(Central)

AWS account (Central)
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Configuration management
E N V I R O N M E N T S  ( S T A G I N G  V S .  P R O D )
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Configuration management
D E P L O Y  A N D  S C A L E
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Configuration management
A W S  S E R V I C E S  W I T H  G I T O P S
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Secured Gitops Best Practices
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Amazon EKS (Central)

AWS account (Central)

GitOps: Git Credentials

AWS Secrets 
Manager

External Secret 
Operator

ArgoCD 
Repository Secret

Git Credentials

Apps git repo
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Amazon EKS (Central)

AWS account (Central)

AWS account (Tenant A)

Amazon EKS (Staging)

Amazon EKS (Prod)

GitOps: EKS AUTH

Cluster (Staging)

IAM Role
(Staging)

Assume
IAM Role
(Staging)

Cluster (Prod)

IAM Role
(Prod)

IAM Role
(Central) Assume

IAM Role
(Prod)

IRSA or
EKS Pod Identity 

(new)

RBAC Access
aws-auth configMap or CAM (new)

$ argocd cluster add --aws-role-arn …

RBAC Access
aws-auth configMap or CAM (new)
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ArgoCD on EKS
Workshop

GitOps
EKS Blueprints

https://aws-ia.github.io/terraform-aws-eks-
blueprints/patterns/gitops-getting-started-argocd/

https://catalog.us-east-
1.prod.workshops.aws/workshops/e36277ba-4094-
4df4-b62f-d1e655800123



Thank you!
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Thank you

Yuriy Bezsonov
https://www.linkedin.com/in/yuriybezsonov/

Please respond to 1-minute survey

https://pulse.aws/survey/BFRATGVV

https://www.linkedin.com/in/yuriybezsonov/
https://pulse.aws/survey/BFRATGVV

