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What is it
Context

• Rule


• A set of expressions that express business logics


• Expressions are in Python


• Rule Engine


• Executing all the rules


• No isolation, No control cause internal/external risks



Why and Why Not
VM vs Docker



Why and Why Not
Python Sandbox

• Isolation


• Restricts access to sensitive resources (hardware, network, system calls)


• Customization options for resource limits and security policies


• Security


• Prevent malicious code


• Blocklist for control over python modules and functions


• Error Handling to prevent system crashes


• Performance


• Massive Requests


• Low Latency



Practices
Isolation

• Resource Usage Limitaion


• Case Level Dynamic Control


• Running Time Control



Practices
Security - Malicious Code Prevention

• Blocklist + AST Analysis


• Module Level / Function Level



Practices
Security

• Error Handling


• Traceback Printing



Practices
Performance

• Reuse of Sandbox


• Dependencies Preloading

import requests

16 Processes

8 Core CPU

SSD



Thanks


