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The Space of Chaos Engineering

OREIL

Chaos
Engineering o Simulating the failure of an entire region or datacenter.

e Examples of inputs for chaos experiments (Chapter 1, page 4):

o Partially deleting Kafka topics over a variety of instances to recreate an issue that occurred in production.
o Injecting latency between services for a select percentage of traffic over a predetermined period of time.
o Function-based chaos (runtime injection): randomly causing functions to throw exceptions.

mmmw;‘ o Code insertion: Adding instructions to the target program and allowing fault injection to occur prior to

& Al Basiri

certain instructions.
o  Time travel: forcing system clocks out of sync with each other.
o Executing a routine in driver code emulating 1/O errors.

o Maxing out CPU cores on an Elasticsearch cluster.

e The opportunities for chaos experiments are boundless and may vary based on the architecture

of your distributed system and your organization’s core business value.

https://www.oreilly.com/ideas/chaos-engineering
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Royal-Chaos @ GitHub

- KTH / royal-chaos OUmwatch> 7  AUnstar 51 YFork 11

<> Code

Pull requests 0 A

Chaos engineering systems invented at KTH Royal Institute of Technology.

R4co

Branch mastor > Now pull request Createnewfile  Upload files  Finatite  [ISIEREE Y

P owwciahang »

W chaosns3

i chaosmachine in interface for

i chaosorca ChaosOrca: Adds unzipped versio

of experiment dara

- vaws

i pobs

i wripieagent fix an environment vasiable name for POBS

i travis-Ci, test chao:

update ignore and unit ine endings to

README.md add POBS into F

F¥ README.md s

Royal Chaos

This repository contains the chaos engineering systems invented at KTH Royal Institute of Technology. Every tool is
oraanized in a separate folder in this repo. with a detailed README file inside

https://qgithub.com/KTH/royal-chaos
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ChaosMachine

A Chaos Engineering System for Live Analysis and
Falsification of Exception-handling in the JVM
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ChaosMachine - Background Work

e Try-catch block short-circuit testing
o A corresponding exception at the beginning
o Make the whole try block invalid
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The Overview of ChaosMachine
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Fig. 1. The components of CHAOSMACHINE

Long Zhang, longz@kth.se, Conf42


mailto:longz@kth.se

ChaosMachine - Hypotheses

e Resilience hypothesis

o  The observable behavior of the catch block, executed upon exception, is equivalent to
the observable behavior of the try-block when no exception happens.

e QObservability hypothesis

o  An exception caught in the catch block results in user-visible effects.

e Debug hypothesis

o  An exception caught in the catch block results in an explicit message in logs.

e Silence hypothesis

o It fails to provide the expected behavior upon exception while providing no
troubleshooting information whatsoever, i.e., it is neither observable nor debuggable.
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ChaosMachine - What Can Be Learned

e Try-catch classification
o Fragile ones
o Possible resilient ones

e Logs handling mechanisms
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ChaosMachine - Experiments On TTorrent
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Total try-catch blocks: 52
Covered by workload: 27
Possible resilient ones: 6

Silent ones: 3
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TripleAgent
Monitoring, Perturbation and Failure-obliviousness for
Automated Resilience Improvement in Java Applications
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A Chinese Kungfu in Chaos Engineering
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Technique of Ambidexterity, Zhou Botong,
The Legend of the Condor Heroes
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TripleAgent - Example

e An invocation chain: m2 - m1 — mO

Class2 { Class1{ Class0 {
public void m2() { public void m1() throws EA, EB { public void m0() throws EA, EB {
try { new Class0().mO(); / a statement
new Class1().m1(); ) } }
} catch (EA a) { )

} c;ich (EB b) {

}
}
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TripleAgent - Example

e An invocation chain: m2 - m1 — mO

Class2 { Class1{ Class0 {
public void m2() { public void m1() throws EA, EB { public void m0() throws EA, EB {
try { new Class0().mO0(); /I code injected with code transformation
} PAgent.throwExceptionPerturbation(key1);

new Class1().m1();

PAgent.throwExceptionPerturbation(key?2);
} catch (EA a) { ; g P (key2)

/I a statement
} catch (EB b) {
) }

}
}
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TripleAgent - Example

e An invocation chain: m2 - m1 — m0O

Class2 { Class1{ Class0 {
public void m2() { public void m1() throws EA, EB { public void m0() throws EA, EB {
try { new Class0().mO0(); /I code injected with code transformation
} PAgent.throwExceptionPerturbation(key1);

new Class1().m1();

} PAgent.throwExceptionPerturbation(key2);
} catch (EAa) { Class1 { /I a statement
} catch (EB b) { putbrI;/c{vmd foo() throws EA, EB {
new Class0().mO0(); }
Y } catch (Exception e) { }
} if (FOAgent.modelsOn(key)) {
} // the exception is silenced

} else { throw e; }
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TripleAgent - Evaluation

® & @
Fragile 642
Sensitive '
Immunized 108 B

| l |
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Number of perturbation points

a) Fragile stays fragile, b) Fragile to sensitive, ¢) Fragile to immunized

d) Sensitive stays sensitive, e) Sensitive to immunized, f) Immunized stays immunized

Category of perturbation points Resilience improvement

TripleAgent identifies 238 perturbation points whose resilience
could be improved by failure-oblivious methods.
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TripleAgent - Overhead

e Application level: the execution time
e Operating system level: CPU usage etc.
e Binary code level: the code bloat

THE OVERHEAD OF AN EXPERIMENT ON TTORRENT

Evaluation Aspects Original Version  Instrumented Version  Variation
Downloading time 20.4s 21.1s 3.5%
CPU time 15.0s 18.3 22.2%
Memory usage 47M 49M 4.3%
Peak thread count 30 a3 6.7%
Relevant class files size 16.7KB 16.8KB 0.6%
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POBS

Automatic Observability
for Dockerized Java Applications
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POBS - Empirical Study

java:8
openjdk:8-jdk-alpine

openjdk version *1.8.0_111"
openjdk version *1.8.0_212"
openjdk:8-jre-alpine openjdk version *1.8.0_212"
openjdk:8-jre openjdk version “1.8.0_232"
java:8-jre | NNENGNGNGNGEEEEEE oF<ick version "1.8.0_111"
frolvlad/alpine-oraclejdk8:slim
ubuntu:16.04
java:8-jre-alpine [ NG o< idk version *1.8.0_111-internal*
busybox:latest
openjdk:s |GGG o-enidk version *1.8.0_232"
ubuntu:14.04
ubuntu:18.04
scratch
openjdk:8u151-jre-alpine | orenidk version “1.8.0_151°
java:openjdk-8ull1-alpine | orenidk version *1.8.0_111-internal”
openjdk:8-jdk [ orenidk version *1.8.0_232"
openjdk:8-alpine [ orenick version *1.8.0_212"
openjdk:8ul71-alpine3.7 [ openidk version *1.8.0_171"
java:8-jdk [ orenick version *1.8.0_ 111"
glassfish:4.1 [ orenick version *1.8.0_102"

ubuntu o )
ubuntu:trusty mmm official, java pre-installed

java:7 I j2va version "1.7.0_111" official, java not pre-installed
anapsix/alpine-java:8_jdk [l 2va version *1.8.0_202" — U"Dgfqa:. JavaI pre-lnstalle]?
openjdk:10.0.2-jre-slim [ orenidk version *10.0.2" unofficial, could not be pulled
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The 25 most popular base immagés across 1952 Dockerfiles in
589 GitHub java projects
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POBS - Design

ki N dockerbuid -
S » @ -------- RUN.. | N e docker run
: : COPY ... An application image " > []
: A base image =l g @
ENTRYPOINT ... Docker engine
Docker Hub 9

An application Dockerfile
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POBS - Design

FRe o T dockerbuld =
A 4 o RUN.. | g e docker run R
: A base image COPY ... An application image N
S EXPOSE ... c o I 4
ENTRYPOINT ... |replace the FROM c\ﬁ_e__—"'— ;
Docker Hub P R > ’ dockerbuid %7 Docker engine
An application Dockerfile Transformed Dockerfile
Enhanced application image
Observability Module Base Image
Generation

------ » developers workflow
—> POBS workflow

Enhanced base image

Fault Injection Module POBS pipeline

WALLENBERG Al
\/\//\S l:) | AUTONONOUS SVSTEMS
AND SOFTWARE PROGRAM

Long Zhang, longz@kth.se, Conf42


mailto:longz@kth.se

DEMO Time!
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Royal-Chaos @ GitHub

Royal Chaos

https://github.com/KTH/royal-chaos
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Royal-Chaos @ GitHub

— AN ChaosMachine

A Chaos Engineering System for Live Analysis and
Falsification of Exception-handling in the JVM

Royal Chaos
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TripleAgent

Monitoring, Perturbation and Failure-obliviousness for
Automated Resilience Improvement in Java Applications
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TripleAgent POBS
Monitoring, Perturbation and Failure-obliviousness for Automatic Observability
Automated Resilience Improvement in Java Applications

for Dockerized Java Applications
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Thanks for listening!

Long Zhang longz@kih.se
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